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Security at a Crossroads
What makes Qualys Unigue
Ubiquity Play

Cloud Platform Expansion
Blending Data Lake, SOAR, SIEMs, EDR
and EPP into our Cloud Platform

summary

A single cloud platform
for IT, security and

compliance across all
your global IT assets.

Designed from the Ground Up
for the Digital Transformation
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Security at a Crossroads

Fueled by cloud technologies, the The digital transformation has
security industry is on the verge of a created an explosion of new
massive and accelerated consolidation. technology and opportunities.
We believe the market will coalesce into
four distinct segments It has left chaos and many

arge Enterprises gaping security holes in its

_ , wake.

Public Cloud Providers

New Generation of MSSPs Today's plethora of current IT,

OT/loT environments security and compliance tools
Qualys, thanks to its scalable and extensible Cloud Create more problems than
Security and Compliance Platform and highly scalable they solve - delivering

and profitable business model is, we believe, uniquely
positioned to address these four market segments
and become a major actor in the consolidation of the
industry.

diminishing returns.
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Going Back to our
Origins - 1999

Our Original Mission and Vision

Apply nascent Internet Technologies
(called now SaaS or Cloud) to
automate Vulnerability Assessment
making it accurate, continuous and
scalable.
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Where Are We Now?

Today's Mission and Vision

A single cloud platform
for IT, security and

compliance across all
your global IT assets.

Q

Designed from the Ground Up
for the Digital Transformation

@ Qualys



Extensible Cloud Platform
Serves as a Scalable and Cost-Effective Distribution Channel
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State-of-the-Art Microservices Architecture
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Scalable Go-to-market Strategy

Try Qualys
Global IT
Asset
Inventory!

Get continuous
discovery of all
your global IT
assets and more!
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Ubiquity Play
Launch at Black Hat of our Groundbreaking Global IT
Discovery and Asset Inventory Apps

Our Global IT Asset Discovery and Inventory are two of the many apps
we have running native on our Cloud Platform.

It will come in two versions: free and paid.

What makes it unique:
- Our Cloud Agents span across on-premises, endpoints, cloud(s), containers
and mobile.
- The Asset Inventory App automatically normalizes and categorizes assets.
- Natively integrated with the Discovery App (passive scanning) provides a
continuous view of “known and unknown assets” connecting to corporate
networks giving 100% visibility.

@ Qualys.



Highly Leveraged Business Model

We currently have almost 24 million Cloud Agents installed across on-
premises, endpoints, cloud(s), containers and mobile.

Our lightweight Cloud Agents (3Mb) currently spawn seven services with
more to come.

Once the Cloud Agent is deployed, all the additional services are already
available (nothing to install or maintain) and customers can automatically
provision new services themselves.

As organizations download our Cloud Agent for implementing global IT
asset inventory, we make it frictionless to subscribe to our paid apps

because no additional infrastructure is required.
@Quclys.



Ubiquity Play

Early Results - Early Success

1307 SIGN-UPS
IN 3 DAYS

1159 SIGN-UPS
New Users

148 SIGN-UPS
Existing Users



2020 New Services and Platform Expansion

Launch of Global IT Asset
Inventory, Passive Scanning
and |0C 2.0 at Black Hat

Uniguely positioned to blend Data
Lake, SIEMs, EDR and EPP on the
top of our Cloud Platform -
Q1/Q2 2020 (Beta)

@ Qualys.



@ Qualys.

A New Prescription for
Cyber Security

Qualys Global IT Asset Inventory

Black Hat Conference
August 2019
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NEW PRESCRIPTION



Qualys Global IT
Asset Inventory

IT'S NOT FOR EVERYONE.






Side Effects May Include

Knowing what's on your global hybrid-IT environment
Providing a single source of truth for all your teams
Better decision making using enriched data
Improving your security and compliance posture

Getting that promotion you always wanted



DEMO

Global IT Asset Inventory



@ Ouolys. Enterprise

Asset Inventory ~ DASHBOARD  INVENTORY 29>

Global IT Assets v

® 01Jan20190. v e P!

CATEGORY BREAKDOWN

[ Computers | Virtualized [} Networking Device [ Others Storage Devices
Notebook Desktop Server Other Cloud Instance Virtual Machine Other Other Switch Metwork Server Load Remote Others Storage Devices
Computers Virtualized Networking Security and Balancer Management
Device Firewall Devices Adapters
MANAGED DISTRIBUTION UNMANAGED ASSETS UNMANAGED DISTRIBUTION
Unidentified

- -
Computers

:
1
< 654




@ Ouolys. Enterprise

Asset Inventory v DASHBOARD  INVENTORY 29>

Global IT Assets v

® 01Jan20190.. ¥ e 3

CATEGORY BREAKDOWN
[ Computers | Virtualized [} Networking Device [ Others Storage Devices
| Notebook: 1020
|
7 | Cloud Instanc. it s N 1 T ————
' -~ | Virtual Machine: 24 | Switch: 7 | urity and Firewall Devices: 6 |
Notebook Desktop Server Other Cloud Instance Virtual Machine Dther Other Switch MNetwork Server Load Remote Others Storage Devices
Computers Virtualized Networking Security and Balancer Management
Device Firewall Devices Adapters
| - | | |
UNMANAGED ASSETS UNMANAGED DISTRIBUTION
Unidentified

Unk -
Computers

:
1
- 654




@ Ouolys. Enterprise

Asset Inventory v DASHBOARD  INVENTORY 2 0=

Global IT Assets v

® 01Jan20190.. v e P

CATEGORY BREAKDOWN =

[ Computers | Virtualized [} Networking Device [ Others Storage Devices

T R I T — Ciator Bacu iy And ERewBlDRenar g | S
Notebook Desktop Server Other Cloud Instance Virtual Machine Other Other Switch Remote Others Storage Devices
Computers Virtualized Networking Security and Management
Device Firewall Devices Adapters
MANAGED DISTRIBUTION UNMANAGED ASSETS UNMANAGED DISTRIBUTION
Firmware Unidentified

=\

654

- e
Computers

:
\



@ Qualys. Enterprise

Asset Inventory ~

Global IT Assets v

DASHBOARD

INVENTORY

® 01Jan20190.. ¥

SOFTWARE TYPE DISTRIBUTION TOP PUBLISHERS

Application ‘

Microsoft Qualys Apple Adobe Oracle Viware Google IBM Mozilla Python
TOP SERVER APPLICATION CATEGORIES TOP CLIENT APPLICATION CATEGORIES
[ Commercial License Open Source License License [ Commercial License Open Source License License

‘Z.OSK' 636 r298 ‘ 153 ’

‘3.64K’ ‘2.84K’ @ 1.85;’ @



@ Qualys. Enterprise

Asset Inventory v

Global IT Assets v

DASHBOARD

INVENTORY

® 01Jan20190.. ¥

SOFTWARE TYPE DISTRIBUTION TOP PUBLISHERS

Unknown -

y

Application

Microsoft Qualys Apple Adobe Oracle Viware Google IBM Mozilla Python
TOP SERVER APPLICATION CATEGORIES TOP CLIENT APPLICATION CATEGORIES
[ Commercial License Open Source License License [ Commercial License Open Source License License

‘Z.OSK' 636 r298 ‘ 153 ’
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Obtain in-depth visibility
of your assets



@ Qualys. Enterprise

Asset Inventory v DASHBOARD  INVENTORY
® 01Jan20190.. ¥ e
TOP SERVER HARDWARE SERVER OPERATING SYSTEM
i ¥ Windows: 239
\ Linux: 44
Dell PowerEdge 6 L Linux . B Unix:12
Unidentified 1 ‘ .'
HPE ProLiant ML310G2 1 O
HPE ProLiant DL320e G8 1 1] 18 :
HPE ProLiant DL320e G8v2 1 | 1 :
Windows
HYPERVISORS VIRTUAL MACHINES DOCKER GONTAINERS DOCKER HOST DISTRIBUTION

Oracle VM Ser_

B Microsoft 17 Dell 9

| N
‘ N ESXi
laﬂSaml. VMware 3 Microsoft 3

Canonical 1 1 8 Unidentified 3

Debian Project 1 HPE 2



@ Qualys. Enterprise

Asset Inventory v DASHBOARD  INVENTORY
L 2 01 Jan20190.. ¥ e
TOP SERVER HARDWARE SERVER OPERATING SYSTEM
i 0 Windows: 239
\ Linux: 44
Dell PowerEdge 6 4 Limm B Unix:12
Unidentified 1 ‘ \
HPE ProLiant ML31062 1 O [roinewecass
HPE ProLiant DL320e G8 1 - 18 @\
HPE ProLiant DL320e GBvZ 1 - 1 e/
F Windows
HYPERVISORS VIRTUAL MACHINES DOCKER CONTAINERS DOCKER HOST DISTRIBUTION

Oracle VM Ser_

X Microsoft 17 Dell 9
‘ 2N ESXi

XenServer . . VMware 3 Microsoft 3

i Canonical 1 1 8 Unidentified 3

Debian Project 1 HPE 2



@ Qualys. Enterprise

Asset Inventory

Managed v

Assets Software

DASHBOARD

INVENTORY

operatingSystem.category2: ‘Server' and operatingSystem.categoryl: Windows"

01 Jan 2019 0...

v

TOP HARDWARE CATEGORIES

TOP OPERATING SYSTEMS CATEGORIES

maa =B

Computers

Group Assets by : 0S Name v

Virtualized

Windows

1-110f 11

Windows / Server

Windows / Server

Windows / Server

Windows / Server

Windows / Server

Windows / Server

Windows / Server

Windows / Server

Windows / Server

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Windows Server 2012

Windows Server 2003

Windows Server 2008 R2

Windows Server 2008

Windows Server 2016

Windows Server 2012 R2

Windows Server 2003 R2

Windows Server 2000

Windows MultiPoint Server 2012

40
37
36
31
21
14



@ Qualys. Enterprise

Asset Inventory ~ DASHBOARD INVENTORY
Global IT Assets v
L 2 01Jan20190.. ¥ 0
OPERATING SYSTEM DISTRIBUTION TOP CLIENT OPERATING SYSTEM TOP SERVER OPERATING SYSTEM
Total
1 72 K view oS X 301 Windows Server 2012 49
B Windows 1100 Windows 7 163 Windows Server 2003 40
e 380 Windows 10 a3 Windows Server 2008 R2 37
Linux 166
I Network 0_30 mac0s 78 Windows Server 2008 36
Unx 5 Windows Vista 69 Windows Server 2016 31
Windows XP 57 Windows Server 2012 R2 21
Windows 8 52 Amazon | inux AMI 15
TOP GLIENT HARDWARE TOP SERVER HARDWARE
Dell OptiPlex 4 280 Dell PowerEdge & 41
Apple MacBook Pro 3 273 Unidentified 1 22

Lenovo ThinkPad T440p 6 O 1 236 HPE ProLiant ML310 G2 1

Dell Latitude 3

195 HPE ProLiant DL320e G8 1 18




Solve important
business problems



@ QUO'YS. Enterprise

Asset Inventory v DASHBOARD  INVENTORY

Enterprise IT Infrastructure

® 01Jan20190.. ¥

ORAGLE JAVA JAVA SE VERSIONS EOL JAVA

Java Platform, Standard Edition (Ja.. 1367

7
Java SE Development Kit (JDK) 1325 3 0 3
Java SE Runtime Environment (JRE) 102 vs All Java Versions
1.37K (22%)
Java DB 46 ¥ 22.16%
JavaMail 4 8 -
COMERCIAL VS OPEN SOURCE DB TOP DATABASE PUBLISHERS EOL DATABASES
Open Source Com_
Ope_
Microsoft 399
Oracle 82 237

PostgreSQL 17

Vs
479 (49%)

IBM 10
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Asset Inventory v DASHBOARD  INVENTORY

Enterprise IT Infrastructure

® 01Jan20190.. ¥

ORAGLE JAVA JAVA SE VERSIONS EOL JAVA

Java Platform, Standard Edition (Ja.. 1367

7
Java SE Development Kit (JDK) 1325 3 0 3
Java SE Runtime Environment (JRE) 102 i
» TETs
Java DB 46 ¥ 22.16%
JavaMail 4 8 -
COMERCIAL VS OPEN SOURCE DB TOP DATABASE PUBLISHERS EOL DATABASES
Open Source Com_
Ope_
Microsoft 399
Oracle 82 237

PostgreSQL 17

Vs
479 (49%)

IBM 10



@ QUO'YS. Enterprise

Asset Inventory v DASHBOARD  INVENTORY

Enterprise IT Infrastructure

® 01Jan20190.. ¥

ORAGLE JAVA JAVA SE VERSIONS EOL JAVA

Java Platform, Standard Edition (Ja.. 1367

Java SE Development Kit (JDK) 1325

303

vs All Java Versions

Java SE Runtime Environment (JRE) 102

1.37K (22%)
Java DB 46 : ¥ 22.16%
JavaMail 4 8 -
COMERCIAL VS OPEN SOURCE DB TOP DATABASE PUBLISHERS EOL DATABASES
Open Source Com_
Ope_
Microsoft 399
Oracle 32 237
PostgreSQL 17

Vs
479 (49%)
B 10 .



@ Qualys. Enterprise

Asset Inventory ~

Managed v

37

Total Software

LICENSE

Commercial 37
PLATFORM

64-Bit 24
LIFECYCLE

EOL/EOS 21

Assets

DASHBOARD

INVENTORY

Type: Application v

operatingSystem.category2: ‘Server' and software: ((product: Java Platfiduc

01 Jan 2019 0...

TOP SOFTWARE GATEGORIES

. .

Application De...

Group Software by... ¥

Oracle Java Platform, Standard Edi...

1.6.0.31 64-Bit

Oracle Java Platform, Standard Edi...

1.6.0.29

Oracle Java Platform, Standard Edi...

1.6.0.14

Oracle Java Platform, Standard Edi...

1.6.0.45 64-Bit

Oracle Java Platform, Standard Edi...

1.6.0.191 64-Bit

Oracle Java Platform, Standard Edi...

1.6.0.07

Oracle Java Platform, Standard Edi...

1.6.0.171

Application Development
Framework

Application Development
Framework

Application Development
Framework

Application Development
Framework

Application Development
Framework

Application Development
Framework

Application Development
Framework

TOP SOFTWARE PUBLISHERS

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Oracle

EOL: Dec 30 2015
EOS: Dec 30 2018

EOL: Dec 30 2015
EOS: Dec 30 2018

EOL: Unknown
EOS: Dec 30 2018

EOL: Dec 30 2015
EOS: Dec 30 2018

EOL: Dec 30 2015
EOS: Dec 30 2018

EOL: Unknown
EOS: Dec 30 2018

EOL: Dec 30 2015
EOS: Dec 30 2018

1-90f 9

17

. .



@ Qualys. Enterprise

Asset Inventory ~

Managed v

37

Total Software

LICENSE

Commercial 37
PLATFORM

64-Bit 24
LIFECYCLE

EOL/EOS 21

Assets

DASHBOARD

INVENTORY

Type: Application v

operatingSystem.category2: ‘Server® and software: ((product: Java Platfaduc

01 Jan 2019 0...

TOP SOFTWARE GATEGORIES

. .

Application De...

Group Software by... ¥

Oracle Java Platform, Standard Edi...

1.6.0.31 64-Bit

Oracle Java Platform, Standard Edi...

1.6.0.29

Oracle Java Platform, Standard Edi...

1.6.0.14

Oracle Java Platform, Standard Edi...

1.6.0.45 64-Bit

Oracle Java Platform, Standard Edi...

1.6.0.191 64-Bit

Oracle Java Platform, Standard Edi...

1.6.0.07

Oracle Java Platform, Standard Edi...

1.6.0.171

Application Development
Framework

Application Development
Framework

Application Development
Framework

Application Development
Framework

Application Development
Framework

Application Development
Framework

Application Development
Framework

TOP SOFTWARE PUBLISHERS

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Oracle

EOL: Dec 30 2015
EOS: Dec 30 2018

EOL: Dec 30 2015
EOS: Dec 30 2018

EOL: Unknown
EOS: Dec 30 2018

EOL: Dec 30 2015
EOS: Dec 30 2018

EOL: Dec 30 2015
EOS: Dec 30 2018

EOL: Unknown
EOS: Dec 30 2018

EOL: Dec 30 2015
EOS: Dec 30 2018

1-90f 9

17
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@ Qualys. Enterprise

Asset Inventory ~ DASHBOARD  INVENTORY

Managed v

Assets

Type: Application v

atfaduct: Java Platform) and marketVersion:‘6') and tags.name:'Data Center' 01Jan20190.. ¥

2 TOP SOFTWARE GATEGORIES TOP SOFTWARE PUBLISHERS
Total Software
Application De... Oracle
LICENSE Group Software by... ¥ 1-20f 2
Commercial 2
PLATFORM Oracle Java Platform, Standard Edi...  Application Development Commercial EOL: Dec 30 2015 1
64-Bit 1 1.6.0.29 Framework EOS: Dec 30 2018
Oracle Java Platform, Standard Edi...  Application Development Commercial EOL: Dec 30 2015 1
1.6.0.31 64-Bit Framework EOS: Dec 30 2018



Track hardware and
software lifecycles and licenses



@ Qualys. Enterprise

Asset Inventory DASHBOARD  INVENTORY
Enterprise IT Infrastructure
@ 01Jan20190.. v e

OBSOLETE HARDWARE

EOL OPERATING SYSTEMS EOL OPERATING SYSTEM

Windows Server 2012 31
1 42 Windows Server 2003 27
vs Windows Server 2008 R2 24
295 (48%)

v 48.13% Windows Server 2008 21
Windows Server 2012 R2 18
Windows Server 2003 R2 1

SLSF Linux Fnternrise Server 4

END-OF-LIFE (EOL) SOFTWARE END-OF-LIF

I . e
347

B S e s g —oe © o = oo g EOL 6 to 9 months EOL 9 to 12 months

Digital
4 K Content
-
Vs

89.2K (3%) Application
Development
v 2.78%




@ Qualys. Enterprise

Asset Inventory DASHBOARD  INVENTORY
Enterprise IT Infrastructure
@ 01Jan20190.. v e

OBSOLETE HARDWARE

EOL OPERATING SYSTEMS EOL OPERATING SYSTEM

Windows Server 2012 31
1 42 Windows Server 2003 27
vs Windows Server 2008 R2 24
295 (48%)

v 48.13% Windows Server 2008 21
Windows Server 2012 R2 18
Windows Server 2003 R2 1

SLSF Linux Fnternrise Server 4

END-OF-LIFE (EOL) SOFTWARE END-OF-LIF

I . e
347

B S e s g —oe © o = oo g EOL 6 to 9 months EOL 9 to 12 months

Digital
4 K Content
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@ Qualys. Enterprise
Asset Inventory ~

En ise IT Infrastructure v

® 01Jan20190.. ¥

L

END-OF-LIFE (EOL) SOFTWARE

2.49K

89.2K (3%)
v 2.78%

DASHBOARD  INVENTORY

Windows Server 2003 27
vs Windows Server 2008 R2 24
295 (48%)
v 48.13% Windows Server 2008 21
Windows Server 2012 R2 18
Windows Server 2003 R2 1
SLSF Linux Fnternrise Server 4
END-OF-LIFE SOFTWARE
[l EOL within3 months ] EOL3toc6months [ EOL 6 to 9 months EOL 9 to 12 months
e | N, . |
Content 173 i
Applicati EOL within 3 months:
o —l
Security I



Find unauthorized software



@ Qualys. Enterprise

Asset Inventory v DASHBOARD  INVENTORY ' @
® 01Jan20190. v o
LICENSE CATEGORY TOP SOFTWARE PUBLISHERS
0 com_
Ope_
‘Open Source
. Commercial I I
Qualys ViMware Microsoft Adobe Unknown Google Oracle Mozilla Apple Python o
TOP GLIENT APPLICATION CATEGORIES TOP SERVER APPLICATION CATEGORIES
[ Commercial License Open Source License License [ Commercial License Open Source License License

‘3.64K’ ‘2.84K’ @ 1.85;’ @ ‘Z.OSK' 636 r298 153



@ Qualys. Enterprise

Asset Inventory v DASHBOARD INVENTORY
® 01Jan20190.. v [+
‘3.64K’ ‘2.84K’ 2.56 1.85 1.47 ‘2 O8K’ (36 298 . ‘ ’
AE;E::V;:Iitn Digital Content Productivity Dﬁg:i;::rtli]:ﬁt Databases Databases Networking A;‘:iti‘t’:v:tztn Inte?l?lgseirllg:?ﬂ.n 3 Dzeglif;g:ﬂt
Analytics
PRODUCTIVITY SECURITY UNAUTHORIZED SOFTWARE
Spreadsheet Security Information and E_
s:mming -
. A
Dffice Suite Endpoint Protectior

Mote Taking




@ Qualys. Enterprise

Asset Inventory v DASHBOARD INVENTORY
® 01Jan20190.. v [+
‘3.64K’ ‘2.84K’ 2.56 1.85 1.47 ‘2 O8K’ (36 298 . ‘ ’
AE;E::V;:Iitn Digital Content Productivity Dﬁg:i;::rtli]:ﬁt Databases Databases Networking A;‘:iti‘t’:v:tztn Inte?l?lgseirllg:?ﬂ.n 3 Dzeglif;g:ﬂt
Analytics
PRODUCTIVITY SECURITY UNAUTHORIZED SOFTWARE
Spreadsheet Security Information and E_
s:mming -
. A
Dffice Suite Endpoint Protectior

Mote Taking




@ Qualys. Enterprise

Asset Inventory v DASHBOARD  INVENTORY

Managed B Assets

Type: Application v

software: (product: Rhythmbox)

01Jan20190.. ¥

5 TOP SOFTWARE GATEGORIES

Digital Content
LICENSE Group Software by... ¥
Open Source 5
The GNOME Project Rhythmbox Digital Content
2.96 Computer Game or Entertainment
The GNOME Project Rhythmbox Digital Content

0.11.6 Computer Game or Entertainment

TOP SOFTWARE VERSIONS

S0L Server Database Engine

Open Source

Open Source

Version 0.11 1
1-20f 2

GA: Unknown 4

EOL: Unknown

GA: Unknown 'I

EOL: Unknown



@ Qualys. Enterprise

Asset Inventory v DASHBOARD  INVENTORY

Managed B Assets

Type: Application v

software: (product: Rhythmbox)

01Jan20190.. ¥

5 TOP SOFTWARE GATEGORIES

Digital Content
LICENSE Group Software by... ¥
Open Source 5
The GNOME Project Rhythmbox Digital Content
2.96 Computer Game or Entertainment
The GNOME Project Rhythmbox Digital Content
0.11.6 Computer Game or Entertainment

TOP SOFTWARE VERSIONS

Version 0.11

S0L Server Database Engine

Open Source

Open Source

GA: Unknown
EOL: Unknown

GA: Unknown
EOL: Unknown

»

1-20f 2

M)

o
N

\\

A\

—



@ Qualys. Enterprise

Asset Inventory ~

Managed v

4

Total Assets

MANUFACTURER

HPE
Unidentified

TAGS
Cloud Agent

Software

DASHBOARD

INVENTORY

software: ((product: Rhythmbox) and fullName:*The GNOME Project Rhythmbox 2 2.96%)

01Jan20190.. ¥

TOP HARDWARE CATEGORIES

TOP OPERATING SYSTEMS CATEGORIES

I

Group Assets by ... ¥

srv00147

10.11.42.192,fe80:0:0:0:250...

00:50:56:AA:4C:98

srv00217

fe80:0:0:0:250:56ff-feaa:bee...

00:50:56:AA:BE:EC

srv00145

srv00225

192.168.122.1,2001:470:84...
52:54:00:9e:ca:2b,00:50:56:...

Computers

SUSE Linux Enterprise Server

IBM ALX

Red Hat Enterprise Linux Server 7

UNIX 7.2

HPE
ProLiant ML150 G2
Server

HPE
ProLiant DL360 G3
Server

HPE
ProLiant ML150 G2
Server

Computers

B

root

root

root

root

Linux

1-40f 4

Source: QAGENT
Updated: Jun 17 2019

Source: QAGENT
Updated: Jun 17 2019

Source: QAGENT
Updated: Jun 17 2019

Source: QAGENT
Updated: Jun 17 2019

Unix

] cloud Agent

] cloud Agent

| cloud Agent

] cloud Agent



@ Qualys. Enterprise

Asset Inventory ~

Managed v

4

Total Assets

MANUFACTURER

HPE
Unidentified

TAGS
Cloud Agent

Software

DASHBOARD

INVENTORY

software: ((product: Rhythmbox) and fullName:*The GNOME Project Rhythmbox 2 2.96%)

01Jan20190.. ¥

TOP HARDWARE CATEGORIES

TOP OPERATING SYSTEMS CATEGORIES

I

Group Assets by ... ¥

=
\
sr\rﬂqﬁf
10.1 1\_42ﬁ92,fe30:020:02250.__ v
00:50:56:AA:4C:98

srv00217
fe80:0:0:0:250:56ff feaa:bee..
00:50:56:AA:BE:EC

srv00145

srv00225
192.168.122.1,2001:470:84...
52:54:00:9e:ca:2b,00:50:56:...

Computers

SUSE Linux Enterprise Server

IBM ALX

Red Hat Enterprise Linux Server 7

UNIX 7.2

HPE
ProLiant ML150 G2
Server

HPE
ProLiant DL360 G3
Server

HPE
ProLiant ML150 G2
Server

Computers

B

root

root

root

root

Linux

1-40f 4

Source: QAGENT
Updated: Jun 17 2019

Source: QAGENT
Updated: Jun 17 2019

Source: QAGENT
Updated: Jun 17 2019

Source: QAGENT
Updated: Jun 17 2019

Unix

] cloud Agent

] cloud Agent

| cloud Agent

] cloud Agent



@ Ouolys. Enterprise

&— Asset Details: srv00147

v INVENTORY
Asset Summary

Asset Summary

System Information
srv00147 Rename
Network Information =
SUSE SUSE Linux Enterprise Server 12 11 SP3

Open Ports HP / ProLiant ML150 G2
Installed Software
Traffic Summary Identification Last Location

DNS Hostname: srv00147

v SECURITY

FQDN: srv00147.acme.com
Vulnerabilities
Thisat Probaction NetBIOS Name:

IPv4 Addresses: 12.133.1.106 P
Patch Management Pacific, Missouri United States

Indication of Compromise IPv6 Addresses: 12.133.1.106 (L;"s‘ S‘j"-: F“P’ 2?-22103‘3911115:4 e
Onnecie TOMm: . AN

Chainche AssetID: 131707468
v COMPLIANGE Host ID: 112007447
File Integrity Monitoring
Policy Compliance
Last User Login: root I Cloud Agent I Data Center
v SENSORS LastSystemBoot:  Apr 16,2019 11:56 am
ent Su
Ag TS, Created On: Apr 19,2019 02:28 pm
Passive Scanner
Last Checked-In: Apr 20,2019 11:34 am -

Alert Notification
Last Activity: Apr 20,2019 11:34 am



Identify unknown assets
that connect to the network



@ Qualys. Enterprise

Asset Inventory v DASHBOARD  INVENTORY
® 01Jan20190. v e
UNMANAGED (PASSIVE SCANNING) UNMANAGED ASSET CATEGORY 0S TYPE CONFIDENCE
Total Desktop MEDIUM
2.54K view e a8

B Mobile 629

Windows 621
Mac 37
| Linux 17
Unidentified 5 Simsitphoss HIGH
POLYCOM SMARTPHONES SMART WATCH TABLETS
Xiaomi 149

OnePlus 101

44 - 30 |- € -

Lenovo 70



@ Qualys. Enterprise

Asset Inventory v DASHBOARD  INVENTORY

Unmanaged Assets v

® 01Jan20190.. ¥

Al@omi 199
OnePlus 101 .
il AGS
Apple 90 y y
Lenovo 70 _ #
Samsung 57
Unidentified 52
Huawei an
WINDOWS 08 MAC 08 USERS WITH UNMANAGED ASSETS
=
xP 8 _ i NS N jsmith/ACME o
Mojave 4 \ <
Jjsmith/WEB.ACME.COM 1
High jdoe/WEB.ACME.COM 1
Siema
jdoe/WEB 1
0 El Capitan - nikkaJ’WEBF 1
nikka/WEB.ACME.COM 1

brudger/ACME 1



@ Qualys. Enterprise

DASHBOARD INVENTORY

Asset Inventory ~

Unmanaged v

001142-Z381N Last30 Days ¥

1 TOP HARDWARE CATEGORIES TOP OPERATING SYSTEMS CATEGORIES
Total Asset
L L ——
Unidentified Windows
MANUFACTURER Group Assets by ... ¥ 1-10f 1
Unidentified 1
Notebook
0S CONFIDENCE 001142-Z381N Microsoft Windows 10 Unidentified Passive Scanner
1 192.168.251.66, 192.168.249.2_. First: Jum 19 2019

34:41:5d:2a:b9:58 Last: 5 minutes ago

NETWORK
Guest WiFi 1



@ Qualys. Enterprise

DASHBOARD

Asset Inventory ~

Unmanaged v

INVENTORY

001142-Z381N

Last30 Days ¥

1 TOP HARDWARE CATEGORIES
Total Asset
ee——————
Unidentified

MANUFACTURER Group Assets by ... ¥

Unidentified 1

0S CONFIDENCE 001 142@\ N ~ Microsoft Windows 10

1 192.168.251.66,192.168.249.2... | v

34:41:5d:2a:b9:58
NETWORK

Guest WiFi 1 F

TOP OPERATING SYSTEMS CATEGORIES

Windows

1-10f 1

MNotebook

Unidentified Passive Scanner
First: Jun 19 2019
Last: 2 minutes ago



@ Qualys. Enterprise

&— Asset Details: 113323-T470P

v INVENTORY
Asset Summary

Asset Summary

System Information
B 001142-Z381N
Network Inf ti
etwerk information . Microsoft Windows 10
Open Ports Unidentified
Traffic Summary
Identification © Activity
v
SENSORS Hoatnime: 001142-Z381N Last User Login: July3,201912:34 pm
Passive Scanner
FQDN: 001142-Z381N Last System Boot:
NetBIOS Name: - First Seen: Jun 19, 2019 01:43 am
Mac Addresses: 34:41:5d:2a:b9:58 Last Seen: aminute ago 12:34 pm
IPv4 Addresses: 192.168.251.66
IPv6 Addresses: fe80::c418:12cc:2016:68fe

AssetID: 8aB51b01-eBc5-4d56-a833-9225b1afbb0f



@ Qualys. Enterprise

&— Asset Details: 113323-T470P

v INVENTORY
Asset Summary

Asset Summary

System Information
B 001142-Z381N
Network Inf ti
etwerk information . Microsoft Windows 10
Open Ports Unidentified
s
Traffic SGmim
ra rc\\?ﬁr: ary
i Identification © Activity
v
SENSORS Hoatnime: 001142-Z381N Last User Login: July3,201912:34 pm
Passive Scanner
FQDN: 001142-Z381N Last System Boot:
‘ NetBIOS Name: First Seen: Jun 19, 2019 01:43 am
Mac Addresses: 34:41:5d:2a:b9:58 Last Seen: aminute ago 12:34 pm
IPv4 Addresses: 192.168.251.66
IPv6 Addresses: fe80::c418:12cc:2016:68fe

AssetID: 8aB51b01-eBc5-4d56-a833-9225b1afbb0f



@ Qualys. Enterprise
&— Asset Details: 001142-Z381N

v INVENTORY
Traffic Summary
Asset Summary
System Information q
Network Information
Open Ports All Client Server
Traffic Summary
TRAFFIC VOLUME @ click and drag in the plot area to zoom in INGRESS @ EGRESS
v SENSORS
Passive Scanner
sl h.. .«..J.__ — .-,....,..J‘l - ---\....-I__ S— __._.;.L_—-__._..L..l - —
Jun 24, Jun 25, Jun 26, Jun 27, Jun 28, Jun 29, Jun 30, Jul 01, Jul 02,
1700 1700 17:00 17:00 17-00 17:00 1700 17:00 1700
Traffic Details
From: Jun 23,2019 (12:31)
1 4GB 1 GB
wies dul08, 2015(1221) Total Ingress Total Egress
Traffic by Family
Web Services HTTPs Client 1349GB 1.41GB 14.89 GB
Web Services HTTP Client 9948MB B.38MB 1003.18 MB
Unassigned Unassigned Client 8.66 MB 1249MB  21.15MB
Web Services Domain Name System (DNS) Client 5.38 MB 4.51 MB 9.89 MB

B b e e T A o e . R AT e X i N . nh T e



How is this possible?

CLOUD-BASED
ARCHITECTURE







@ Qualys.

Global IT Resources

All Tags (12/12)

ASSETS WITH ZERO-DAY
VULNERABILITIES

200

A 5%

Global IT Asset Inventory

MANAGED ASSETS

vs. All Assets 2.5k (8%)

‘ B Al Business Units v ‘ All Locations v

ASSETS WITH MISSING CRITICAL
PATCHES

20

vs. All Assets 2.5K (0.8%)
V¥ 52.38%

58

CATEGORY BREAKDOWN

Unmanaged

Virtual Cloud

Machines Instances ~ SeVers

Desktosps Notebooks | ooi"

Last 90 days v

INDICATION OF COMPROMISE ASSETS

vs. All Assets 2.5K (2.3%)
A 20%

Server Network  Remote
e

CIS FAILED CONTROLS

92K

Terminal

vs. All Assets 265K (35%)
A 5%




@ Qualys.

Global IT Resources

[ @ AllTags (12/12) v] [ 8 Al Business Units v] [ @5 Al Locations v‘ [ Last 90 days v} e

ASSETS WITH ZERO-DAY
VULNERABILITIES

ASSETS WITH MISSING CRITICAL
PATCHES

INDICATION OF COMPROMISE ASSETS CIS FAILED CONTROLS

vs. All Assets 2.5k (8%) vs. All Assets 2.5K (0.8%) vs. All Assets 265K (35%)
200 A 5% 20 WV 52.38% 92K A 5%

58 vs. All Assets 2.5K (2.3%)
A 20%

Global IT Asset Inventory

MANAGED ASSETS CATEGORY BREAKDOWN
25K Total 25K Total
78% @ Managed 1.45K @ Virtualized 250K
Unmanaged 905 @ Computers 233K
@ Networking 33K
— —
Virtual Cloud Server Network ~ Remote  Terminal

Servers Desktosps Notebooks Loadb...

Machines Instances Sec... man... Serv...



L4

Web Server

IT Security

NEW SEV 5 VULNERABILITIES

126
v 75.0%

showing last 30 days

-

ASSETS WITH FAILED PATCH INSTALLS

4

v 57.01%
showing last 30 days

r

Database

Web Application

Backup and
Recovery

TOP EOL SOFTWARE CATEGORIES

Sev 5 Sev4 Sev 3 Sev 2

ASSETS WITH MISSING PATCHES

10
A50%
showing last 30 days 4+

Sev 1

TOTAL VULNERABILITIES BY STATUS

@ Active
@ New
54K @ Fixed
ASSETS AWAITING REBOOT
8
v 53.01%

showing last 30 days 4

2,874
2,477




EXPIRING CERTIFICATES

4"!|
634

Total

Compliance

CIS POSTURE BY STATUS

65%

Passing

CERTIFICATES BY ISSUING AUTHORITY

3.5K

2.5K

1.5K
E -
v ®

Symantec GlobalSign

CIS CONTROLS BY CRITICALITY

ff~
256K

Controls

co (Ua)
Comodo Unapproved

FEDRAMP POSTURE BY STATUS

23%

Passing

Ss
Self-Signed

CERTIFICATES BY GRADE

“

1.1k

Total

FAILED FEDRAMP CONTROLS

BY CRITICALITY

103

Controls




Status of the 'lcredit' setting within the 'pam_pwquality' PAM module D ey 9%
Status of the syslog-ng'service T T mr

Cloud & Container Security

SECURITY POSTURE BY REGION

Device Category: All

8 5 8 Total

AWS
@ Azure
@ Google

Compute  Storage Database Networking

SECURITY POSTURE CLOUD CATEGORIES BY SEVERITY
@ High © Medium Low ® High @ Medium Low
Compute I .
soage |
1.2 ‘ = 1.9k 2.6K i




SECURITY POSTURE CLOUD CATEGORIES BY SEVERITY

@ High ©® Medium Low @ High ® Medium
, compute |
Soge N
1.2k ‘ 1.9k 2.6K
Datcbase N
V Networking SN I
aws aws A\ Azure ) Google ( ( 5
CONTAINER DISTRIBUTION CONTAINER DISTRIBUTION BY VULNERABILITY SEVERITY ROGUE CONTAINERS
BY STATUS
16
Total

Sev 5 Sev 4 Sev 3 Sev 2 Sev 1

Web Application Security

TOP 5 MOST VULNERABLE APPLICATIONS OWASP TOP 10 DETECTIONS

Low




DEMO

Responding to a suspicious device






@ Qualys. Enterprise

&— Asset Details: WINOSR2-CA

v INVENTORY
Asset Summary
System Information
Network Information
Open Ports
Installed Software
Traffic Summary

EC2 Information

¥ SECURITY
T
\fuan[al:/ﬂhties

Threat Protection

Patch Management ‘

Indication of Compromise

Certificates

4

CGOMPLIANCE

File Integrity Monitoring

Policy Compliance

v SENSORS

Agent Summary
Passive Scanner

Alart Natificatinn

Vulnerabilities

Vulnerabilities by Severity

EECEEE - (-

POTENTIAL VULNERABILITIES
~ 2() Total 1 Total
[ ] 3 B Severity5 0
8 B Severityd 0
9 B Severity3 1
Detections by Status Last 7 Days
Active
Confirmed 20 Confirmed 0 Confirmed 0 Confirmed
Potential 1 Potential 0 Potential 0 Potential

View All (21)



@ Qualys. Enterprise

&— Asset Details: WINOS8R2-CA

v INVENTORY e
Vulnerabilities

Asset Summary
System Information Vulnerabilities by Severity

Open Ports
Installed Software CONFIRMED VULNERABILITIES POTENTIAL VULNERABILITIES

Traffic Summary

Total Total
EC2 Information ~ 20 1
B Severity5 3 B SeverityS 0

B Severity4 8 B Severity4 0
v SECURITY .
B Severity3 9 B Severity3 1
Vulnerabilities

= \
Threat \Q{(/ﬁmmn

Patch Management

Indication of Compromise }
Detections by Status v
ertificacs by Last 7 Days

Active

4

COMPLIANCE

File Integrity Monitoring 2 1

Policy Compliance
Confirmed 20 Confirmed 0 Confirmed 0 Confirmed 0
v SENSORS Potential 1 Potential 0 Potential 0 Potential 0

Agent Summary
Passive Scanner

Alart Natificatinn



THREAT PROTECTION RTIS

"

L\

68 Total RTis

I Zero Day Public Exploit
B Easy Exploit @ High Data Loss
[ DOS attack B Active Attacks
B Exploit Kit

B High Lateral Movemnent
Unpatchable
B Malware

10
13
0




@ Qualys. Enterprise

&— Asset Details: WINOS8R2-CA

v INVENTORY Threat Protection

Asset Summary
ML THREAT PROTECTION RTIS

Network Information

Open Ports

Installed Software ‘ G Tl
Traffic Summary Zero Day o Public Exploit 4 B High Lateral Movement 10
EC2 Information B Easy Exploit 16 @ High Data Loss 13 Unpatchable 13
DOS attack 10 B Active Attacks 2 B Malware 0
v SECURTY ~ B Exploit kit 0
Vulnerabilities
Threat Protection
=
Patcl{\@?'\;gemem Threat Protection Feed List ]
Indication of Compromise
Certificates ‘ PaC Exploit available for CVE-2019-0959 [ MEDIUM | June 24, 2019 12:00 am 8 days ago
PoC Exploit available for CVE-2019-0943 [ MEDIUM | June 24,2019 12:00 am 8 days ago
¥ GOMPLIANCE
PoC Exploit available for CVE-2019-0841 [ MEDIUM | June 7,2019 12:00 am June 8,2019 09:40 pm

File Integrity Monitoring

Policy Compliance

v SENSORS

Agent Summary
Passive Scanner

Alart Natificatinn



@ Qualys. Enterprise

&— Asset Details: WINOSR2-CA

v INVENTORY Patch Management

Asset Summary

System Information

| None ‘

View All (122)

Network Information
il INSTALLED PATCHES
Installed Software

Traffic Summary

EC2 Information

SECURITY

Vulnerabilities

21 view

B Critical 17

B Important 4
Moderate 0

\

{0 R

B Critical 63
B Important 35
B Moderate 3

Low

Threat Protection A
Patch Management
Indication of Compromise

Certificates TOP 5 REGENT MISSING PATCHES TOP 5 DEPLOYED PATCHES

v COMPLIANCE

bl b bl Security Monthly Roll..  Ms19-06-MR7-4..  [[IER0

Google Chrome 75.0.3... CHROME-256 Jun 17,2019

Policy Compliance

Security Only Update f.. MS19-06-507-4.. RSl SHA-2 code signing s..  MS19-03-W7-44..  Mar 11,2019

v SENSORS Cumulative security u...  MS19-06-IE-450... [efiz!

Security Monthly Roll...  MS19-03-MR7-4.. Mar 11,2019

Agent Summary Security updates avail.. APSB19-30 Critical Servicing stack updat..  MS19-03-3SU-4..  Mar 11,2019
Passive Scanner

Alart Natificatinn



@ Qualys. Enterprise

&— Asset Details: WINOS8R2-CA

v INVENTORY Patch Management

Asset Summary

System Information
Critical Important  ~ Moderate Low None View All (122)

Network Information

fpsBen MISSING PATCHES INSTALLED PATCHES

Installed Software

Traffic Summary

view view
EC2 Information 21 ‘ 1 01
B critical 17 B cCritical 63
v SECURITY B Important 4 B Important 35
B Moderate 0 B Moderate 3

Vulnerabilities Low Low

Threat Protection None None

Patch Management

T

Indication Q{f)c\‘npmmise

Certificates TOP 5 RECENT MISSING PATCHES TOP 5 DEPLOYED PATGHES
v COMPLIANCE »

A LA Bl Security Monthly Roll..  MS19-06-MR7-4... Google Chrome 75.0.3.. CHROME-256  Jun17,2019

Policy Compliance

A Security Only Update f... MS19-06-S07-4.. SHA-2 code signing s...  MS19-03-W7-44..  Mar 11,2019

v SENSORS Cumulative security u...  MS19-06-IE-450.. Security Monthly Roll..  MS19-03-MR7-4.. Mar 11,2019

Agent Summary Security updates avail.. APSB19-30 Servicing stack updat..  MS19-03-SSU-4..  Mar 11,2019

Passive Scanner

Alart Natificatinn



@ Qualys. Enterprise

&— Asset Details: WINOSR2-CA

¥ INVENTORY

Asset Summary
System Information q
Network Information

Open Ports

TELEMETRY TYPE

Installed Software
Traffic Summary

EC2 Information

v SECURITY

Vulnerabilities

Threat Protection

Patch Management
Indication of Compromise

Certificates

v COMPLIANCE

11 minutes ago
File Integrity Monitoring 10:31:36 AM
11 minutes ago

v SENSORS 10:31:36 AM

Agent Summary 11 minutes ago

Passive Scanner 10:31:35 AM

Alert Notification 11 minutes ago

10:31:26 AM

Indication of Compromise

SCORE

5Total

W file 14.2K
registry 8.11K
B network 162

B mitey "2

12V

64.39.104.103 (gagpublic.qg2.apps.qualys.com...

TCP CONNECTION - ESTABLISHED by QualysAgent.exe

svchost.exe
C:\Windows\system32\svchost.exe

WmiPrvSE.exe
C:\Windows\system32\wbem\wmiprvse.exe

QualysAgent.exe
C:\Program Files\Qualys\QualysAgent\QualysAgent.exe

g Total
Wo
[ ]

B n
12W

\30\\9§

Current State

3 Total

1-50 of 22604

hacktool
pua

trojan

8
7
3

v



@ Oualys. Enterprise

&— Asset Details: WINOS8R2-CA

v INVENTORY o i
Indication of Compromise

Asset Summary

System Information q Current State ¥
Network Information
Open Ports
TELEMETRY TYPE SCORE MALWARE CATEGORY
Installed Software
Traffic Summary
EC2 Information 5 Total 5 Total \ 3 ot
file 14.2K 0 446 9 hacktool 8
* SECURITY registry 811K 8 9 - pua 7
B network 162 | 6 \\.‘\lrojan 3
Vulnerabilities B ity "2 | 1n 2 -
Threat Protection v ny
Patch Management
Indication of Compromise '

1-50 of 22604
Certificates

Tl 11 minutes ago 64.39.104.103 (gagpublic.qg2.apps.qualys.com... — - =

File Integrity Monitoring 10:31:36 AM TCP CONNECTION - ESTABLISHED by QualysAgent.exe
11 minutes ago svchost.exe - - -
v SENSORS 10:31:36 AM C:\Windows\system32\svchost.exe
CHAHE ) 11 minutes ago WmiPrvSE.exe - - -
Passive Scanner 10:31:35 AM C:\Windows\system32\wbem\wmiprvse.exe
Alert Notification 11 minutes ago QualysAgent.exe = e B

10:31:26 AM C:\Program Files\Qualys\QualysAgent\QualysAgent.exe



@ Qualys. Enterprise

&— Asset Details: WINOSR2-CA

v INVENTORY . . .
Indication of Compromise
Asset Summary
RIS s malware.category:trojan Current State ¥
Network Information
Open Ports
TELEMETRY TYPE SCORE MALWARE CATEGORY
Installed Software
Traffic Summary
EC2 Information § e i s ) o
W file 3 [ ] 3 B trojan 3
v SECURITY
Vulnerabilities
Threat Protection
Patch Management
Indication of Compromise 1-30f 3
-30
Certificates
v COMPLIANCE
Jun 23,2019 2f8e794a-4ffa-11e7-b813-80e65024849a.exe Rdn Trojan n
File Integrity Monitoring 10:26:28 PM C:\MalwareEXE
Jun 23,2019 1e84ff45-414b-11e8-b837-80e65024849%a.exe Agen Trojan n
v SENSORS 10:26:28 PM C:\MalwareEXE
CER e Jun 23,2019 feae2930-cf3a-11e6-8bd6-80e65024849a.exe Corebot Trojan s

Passive Scanner

Alert Notification



@ Oualys. Enterprise

&— Asset Details: WINOS8R2-CA

v INVENTORY o i
Indication of Compromise

Asset Summary

g malware.category:trojan Current State ¥

Network Information

Open Ports

TELEMETRY TYPE SCORE MALWARE CATEGORY

Installed Software

Traffic Summary

EC2 Information 1 Total 1 Total 1 ot

file 3 8 3 trojan 3

¥ SECURITY

Vulnerabilities

Threat Protection

Patch Management

Indication of Compromise

1-30f 3

Certificates

v GCOMPLIANGE
Jun 23, 2019 2f8e794a-4ffa-11e7-b813-80e65024849a.exe Rdn Trojan B
File Integrity Monitoring 10:26:28 PM C:\MalwareEXE
Jun 23, 2019 1e841f45-414b-11e8-b837-80e6502484%a.exe Agen Trojan n
v SENSORS 10:26:28 PM C:\MalwareEXE
=
Agent Summary Jun 23,2019 feae2930-cf3a-11 e&-Sth-SOng@\JIBlIQa.exe Corebot Trojan B
Passive Scanner 09:59:29 PM C:\Windaws\System:SZ\canﬂg\syster\npr/oﬂIe\AppData\Ra_._

Alert Notification



FILE DETAILS

File Action:
File Name:
Path:

Eull Path:

MDS:
SHA256:

CREATED

feae?930-cf3a-11e6-8bd6-80e6502484% exe
C:\Windows\System32\config\systemprofile\AppData\Roaming
C:\Windows\System32\config\systemprofile\AppData\Roaming\feae2930-
cf3a-11e6-8bd6-80e65024849a.exe

218613f0f1d2780f08e754be9ebf8c64
a162bb9219a09b302b90bc6f908e117e3fb2c722560336d378fd7 6812217818

Buinstotal [A




@ Qualys. Enterprise

&— Event Details

‘ < Previous ‘ ‘ Next > ‘
El FILE
ASSET DETAILS
File Name: feae2930-cf3a-11e6-8bd6-80e6502484%a.exe
Score: 8 Host Name: WINOBR2-CA
Platform: WINDOWS
EVENT DETAILS
IPvé: 34.213.7.205,172.16.1.74
1D: F_07f2b29d-1dee-4375-9a6c-9c7b6044f8e2_24937614148471144643
Event Collected Date: Jun 23, 2019 09:59 PM IPv6: =
Object Type: FILE
MALWARE DETAILS
FILE DETAILS Famnily: Corebot
File Action: CREATED e~ -
egory:
File Name: feae2930-cf3a-11e6-8bd6-80e65024849a.exe i (R
Path: C:AWindows\System32\config\systemprofile\AppData\Roaming Score: B
Full Path: C:AWindows\System32\config\systemprofile\AppData\Roaming\feae2930-
cf3a-11e6-8bde-80e6502484%a.exe
MD5: 218613f0f1d2780f08e754bedebBe64 s \
» .
SHA256: a162bb9219a09b302b90bc6f908e117e3fh2c722560336d378fd76a8f22f78f8 a © '@El (2
FILE PROPERTIES
File Size: 207360 Product: - F
File Created: Jun 23, 2019 09:36 PM Company: -
File Modified: Jun 23, 2019 09:10 PM Copyright: -
File Accessed: Jun 23, 2019 09:36 PM Description: =

Version:



Z a162bb9219a09b302b90bc6f908e117e3fb2c722560336d378fd76a8f2217818

@

(X) 60 engines detected this file

a162bb9219a09b302b90bc6fO08e117e3fb2c722560336d3781dT6aBI227E8

bcB3efad-c807-11e6-bfac-80e65024849a file

peexs
Community
Scare
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITYo
Acronis @ Suspicious
AegisLab @ Trojan.Win32.CoreBot.4lc
Alibaba @ TrojanBanker:Win32/CoreBot.8118bd98
Antiy-AVL @ Trojan[Banker]/Win32.CoreBot
Arcabit @ Backdoor.Agent. ABWI
AVG @ Win32:TrickBot-A [Drp]
BitDefender @ Backdoor.Agent. ABWI
Clamav (D) Win.Trojan.Generic-7803
GrowdStrike Falcon @ Win/malicious_confidence_100% (W)
Cylance @ Unsafe
Driveb ® Trojan.Downloader22.63827

Ad-Aware

AhnlLab-V3

AlYac

Securefge APEX

Avast

Avira (no cloud)

CAT-QuickHeal

Comodo

Cybereason

Cyren

Emsisoft

ooo
Q b oog

ooo

c X

-06- -56: o

202.5 KB 2019-06-05 23:56:01 UTC O‘i

Size 27 days ago EXE
Backdoor.Agent.ABWI

Trojan/Win32. Trickbot.C1620377

Backdoor.Agent. ABWI

Malicious

Win32:TrickBot-A [Drp]

TR/Dropper.Gen

Trojan.Mauvaise.SL1

Malware@#3rsplndcf2gro

Malicious.0f1d27

W32/Trojan.IRTG-0219

©@ 0|66 0|6|66 6|6

Backdoor.Agent. ABWI (B)

Signin



@ Oualys. Enterprise

&— Edit: Rule

Rule Details

Provide the following information to create the rule

Rule Information
Rule Name

Notify when Malware is Detected - 2 within 30 mins

Description

Notify when Malware is Detected - 2 within 30 mins

Rule Query

Provide a query to match particular source that will trigger the alert

indicator.score>4 and operatingsystem.Fullname:Windows|
Sample Queries

Trigger Criteria

Provide the match criteria

Trigger Criteria



@ Quolys. Enterprise

&— Edit: Rule

Trigger Criteria
Provide the match criteria

Trigger Criteria

Time-Window Count Match

Time-Window Count Match

No Of Matching Events In

2 30 Mins

Aggregate Alerts Aggregate Group

Yes Asset Host Name

Action Settings
Choose an appropriate alert action

Actions

Send Email A

Send Email




@ OUGh[S. Enterprise

& Edit: Rule

a

Send Email

Recipient

ccarlson@qualys.com

Subject

Agg: Malware Detected on ${asset.hostName} [${indicator.score}] ${malware.famil

Message

Insert token
Malware Detected on host ${asset.hostName}

Score: ${indicator.score}
Filename: ${file.name}

Path: ${file.fullPath}

MD5: ${file.hash.md5}
SHA256: ${file.hash.sha256}

Malware Family: ${malware.family}
Malware Category: ${malware.category}

EventID: ${event.id}

345/5000




@ Qualys. Enterprise

&— Event Details

El FILE

File Name:

Score:

EVENT DETAILS

1D:

Event Collected Date:

Object Type:

FILE DETAILS

File Action:
File Name:
Path:

Full Path:

MD5:
SHA256:

FILE PROPERTIES

File Size:

File Created:
File Modified:
File Accessed:

feae2930-cf3a-11e6-8bd6-80e6502484%a.exe
8

F_07f2b29d-1dee-4375-9a6c-9c7b6044f8e2_2493761414841144643
Jun 23, 2019 09:59 PM
FILE

CREATED

feae2930-cf3a-11e6-8bd6-80e6502484%a.exe
C:AWindows\System32\config\systemprofile\AppData\Roaming
C:AWindows\System32\config\systemprofile\AppData\Roaming\feae2930-
cf3a-11e6-8bde-80e6502484%a.exe

218613f0f1d2780f08e754bedebBe64

a162bb9219a09b302b90bc6f908e117e3fh2c722560336d378fd76a8f22f78f8 a
207360 Product: =
Jun 23, 2019 09:36 PM Company: -
Jun 23, 2019 09:10 PM Copyright: -
Jun 23, 2019 09:36 PM Description: =

Version:

‘ { Previous ‘ ‘ Next > ‘
ASSET DETAILS

Host Mame: WINOBR2-CA

Platform: WINDOWS

IPv4: 34.213.7.205,172.16.1.74

IPvb: =
MALWARE DETAILS

Family: Corebot

Category: Trojan

Score: B

total [7



Manually apply policy

Something about what the user will need to know about the fields below.

Policies

Reason

Cancel

Q



Manually apply policy

Something about what the user will need to know about the fields below.

Policies

Quarantine policy for vulnerable employee laptops

Reasaon




DEMO

Searching for a critical exploit



@ QUG'YS. Enterprise

Threat Protection w ﬂ Help ~ Marketing Team Log out

Dashboard Feed Assets Configuration

Saved Searches ~

=1} » contents  CVE-2019-0708 Search

HIGH RATED FEED 194

[ HIGH | June 17, 2019

Oracle WebLogic Deserialization
Remote Code Execution Vulnerabi

Live Threat Intelligence Feed Recently a highly critical
remote code execution vulnerability has been
discovered in Oracle WeblLogic application

[ HIGH | June 11, 2019

Linux Vim and Neovim Modeline
Arbitrary Command Execution
I (e Threat Intelligence Feed A critical command

execution vulnerability has been discovered in the
Vim and Neovim command-line text e

2

Impacted Assets v

—

[ MEDIUM | June 25, 2019

There are no favorites to display.

PoC Exploit available for
CVE-2019-11707

An exploit for CVE-2019-11707 is now available from The Exploit-DB.
Qualys has added QID(s) 197500, 237310, 371849, 237309, 176998
to detect this issue in your environment. Please check yo

7

[ MEDIUM | June 25, 2019

PoC Exploit available for
CVE-2019-11707

An exploit for CVE-2019-11707 is now available from The Exploit-DB.

Qualys has added QID(s) 237314, 197500, 237310, 371849,
237309, 237313, 237312, 176998 to detect this issue in

7



@ QUG'YS. Enterprise

Threat Protection -

Dashboard Feed Assets Configuration

.v‘ Help v Marketing Team Log out

Saved Searches ~

save -

»* Contents CVE-2019-0708

| Search

[ HIGH | May 14, 2019

Microsoft Remote Desktop Services
(RDP) Remote Code Execution
Live Threat Intelligence Feed Introduction: Microsoft has released

fixes for a very high-risk vulnerability ( CVE-2019-0708 , aka
BlueKeep) in this Patch Tuesday that impacts Windows X

Impacted Assets WV

ﬁ FAVORITES

| MEDIUM | May 29, 2019

There are no favorites to display.

PoC Exploit available for
CVE-2019-0708

An exploit for CVE-2019-0708 is now available from The Exploit-DB.
Qualys has added QID(s) 91534 to detect this issue in your
environment. Please check your ThreatPROTECT dashbo



@ QUG'YS. Enterprise

Threat Protection -

Dashboard Feed Assets Configuration

.v‘ Help v Marketing Team Log out

Saved Searches ~

save -

»* Contents CVE-2019-0708

| Search

[ HIGH | May 14, 2019

7= -
Microsoft Remote Desktdp Services
(RDP) Remote Code Execution
Live Threat Intelligence Feed Introduction: Microsoft has relgased

fixes for a very high-risk vulnerability ( CVE-2019-0708 , aka
BlueKeep) in this Patch Tuesday that impacts Windows X

Impacted Assets WV

ﬁ FAVORITES

| MEDIUM | May 29, 2019

There are no favorites to display.

PoC Exploit available for
CVE-2019-0708

An exploit for CVE-2019-0708 is now available from The Exploit-DB.
Qualys has added QID(s) 91534 to detect this issue in your
environment. Please check your ThreatPROTECT dashbo



@ Qualys. Threat Protection

Microsoft Remote Desktop Services (RDP)
Remote Code Execution Vulnerability —
CVE-2019-0708

Posted by Mandar Jadhav on May 15, 2019
Introduction:

Microsoft has released fixes for a very high-risk vulnerability (CVE-2019-0708, aka BlueKeep) in this Patch Tuesday
that impacts Windows XP, Windows 7, Server 2003, Server 2008, and Server 2008 R2. A critical remote code
execution vulnerability exists in the Microsoft Windows systems running Remote Desktop Protocol (RDP). Upon
successful exploitation an attacker can gain code execution on the vulnerable systems. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.

Customers running Windows 8 and Windows 10 are not affected by this vulnerability.

Vulnerability:

The vulnerability exists in the way that the RDP service component processes incoming requests. Due to which, an

attacker could execute arbitrary code on the targeted system.



SUcCcessiul exploitation an atiacker can gain code execution on ine vuinerabdlie sysliems. An attacker could then instal
programs; view, change, or delete data; or create new accounts with full user rights.

Customers running Windows 8 and Windows 10 are not affected by this vulnerability.

Vulnerability:

The vulnerability exists in the way that the RDP service component processes incoming requests. Due to which, an
attacker could execute arbitrary code on the targeted system.

Microsoft has also released further notification related to this vulnerability. The Remote Desktop Protocol (RDP) itself is
not vulnerable. This vulnerability is pre-authentication and requires no user interaction, which means the vulnerability
can be exploit this vulnerability in a similar fashion as the WannaCry worm. The malware/attack can exploit this

vulnerability to propagate from recently infected systems to infect more.

We are not seeing any increased activity on RDP till now.

Mitigation:

We request organizations to apply the latest patches from Microsoft to address CVE-2019-0708. Microsoft has also
released security updates for unsupported but still widely-used Windows operating systems such as XP and Windows
2003. Qualys customers can scan using QID:91534 to detect vulnerable assets and refer this blog post for further
information.

Customers are also advised to disable RDP service if they are not required or block TCP port 3389 or enable Network
Level Authentication (NLA) on systems running supported editions of Windows 7, Windows Server 2008, and Windows
Server 2008 R2.



@ QUG'YS. Enterprise

Threat Protection v ﬂ Help v Marketing Team Log out

Dashboard Feed Assets Configuration

Saved Searches ~

save -

| % Contents  CVE-2019-0708 | Search

Impacted Assets WV

p—

[ HIGH | May 14, 2019 [ MEDIUM | May 29, 2019 There are no favorites to display.
Microsoft Remote Desktop Services PoC Exploit available for

(RDP) Remote Code Execution CVE-2019-0708

Live Threat Intelligence Feed Introduction: Microsoft has released An exploit for CVE-2019-0708 is now available from The Exploit-DB.

fixes for a very high-risk vulnerability ( CVE-2019-0708 , aka Qualys has added QID(s) 91534 to detect this issue in your

BlueKeep) in this Patch Tuesday that impacts Windows X environment. Please check your ThreatPROTECT dashbo

-
¢ @\\ 6

»



@ Qualys. Enterprise

Vulnerability Management ~

Vulnerabilities seta

6

Total Assets

LAST LOGGED ON USER
Noel

Afjimenez

TAGS
Scanned in 30-D
ScanTimeMin-0-10
Agentless_Tracki...
Host with &gt; 2 ...
port-135

40 more

OPERATING SYSTEM
Windows XP Serv..
Microsoft Windo...
Microsoft Windo...

Windows

- N N

- e R M

DASHBOARD

VULNERABILITIES

SCANS

REPORTS

REMEDIATION  ASSETS

KNOWLEDGEBASE

USERS

Vulnerability

vulnerabilities.vulnerability.cvelds:CVE-2019-0708

WINO8R2-CA
34.213.7.205,172.16.1.74

WIN7-64BIT-AZ

10.0.1.746, 2600:8800:3600:1...

WIN7-32BIT-AZ
Unknown IP

WIN7-32BIT-AZ

10.0.1.193, 2600:8800:3600:1...

Winxp-Victim-BU-SD
172.16.2.104

WINXP-BU-SD
172.16.2.112

B Microsoft Windows Server 2008 R2 Datacen...

B Microsoft Windows 7 Ultimate 6.1.7601 Serv...

EY Windows

B Microsoft Windows 7 Ultimate 6.1.7601 Serv...

Group By: ..

v

YP Filters

E® Windows XP Service Pack 3

E® Windows XP Service Pack 3

Unknown

Ajimenez

Unknown

Njoel

Unknown

Unknown

Scan Complete
July 3,2019

Scan Complete
July 2, 2019

Manifest Downloa...
July 2, 2019

Manifest Downloa...
July 2, 2019

June 26, 2019

June 26, 2019

1-60f 6

| Regions-us-wesT

25 more...

| scannedins0-p

Z1 more...

FJJ-Global-Agents
| Ag

20 more...

| santosh-Testasset...

21 more...

| BU-SanDiego-AG-6L...

22 more...

| Network-Range-xML

24 more. .




@ Quolys. Enterprise

Patch Management - DASHBOARD PATCHES  ASSETS  JOBS CONFIGURATION

FJJ-NP-CVEs Per Year View w

PATCHES BY STATUS HOST ASSESSMENT STATUS
. [ Scanned: 36
Pending: 13
.......................... 13
Failed Success Already Installed
Scanned Pending
MISSING PATCHES BY PLATFORM TOP 10 MISSING PATCHES / CVES ' MISSING PATCHES BY TYPE
Total ......................................................................
T vauc CVE-2019-0708 6
B Microsoft_5 CVE-2019-0725 6
Microsoft 3 CVE-2018-12130 6

B Microsoft _3 ook - ...
B Microsoft _3 CVE-2019-0890 6 iy ... (N B
- -,

Rllarmnents M B B S e A




@ Quolys. Enterprise

Patch Management - DASHBOARD PATCHES  ASSETS  JOBS CONFIGURATION

FJJ-NP-CVEs Per Year View w

PATCHES BY STATUS HOST ASSESSMENT STATUS
. [ Scanned: 36
Pending: 13
.......................... 13
Failed Success Already Installed
Scanned Pending
MISSING PATCHES BY PLATFORM TOP 10 MISSING PATCHES / CVES ' MISSING PATCHES BY TYPE
Total L B o
T CVE-2019-0708 \\@\,\
6

B Microsoft_5 CVE-2019-0725 -
M CVE201812130 6 L T .
B Microsoft _3
B Microsoft _3 CVE-2019-0890 6 iy ... (N B
L B Alernonts @ ”




@ Qualys. Enterprise

Patch Management

Patch Catalog

6

Total Patches

PATCH STATUS

Missing

APP FAMILY

Windows

VENDOR

Microsoft

UPDATE TYPE

Security Patches
Non-Security Pat...

TYPE
08

VENDOR SEVERITY

Critical

BrEGAAT BEALNIGER

DASHBOARD

PATCHES

ASSETS  JOBS

CONFIGURATION

(patchStatus:Missing

and cve:"2019-87@8") and cve:'CVE-2019-87@8"

»

Security Only Update for ..

Published on May 13, 2019

Security Only Update for ..

Published on May 13, 2019

Security Only Update for ..

Published on May 13, 2019

Security Monthly Rollup f..

Published on May 13, 2019

Security Monthly Rollup f..

Published on May 13, 2019

Security Monthly Rollup f..

Published on May 13, 2019

X86

X64

X64

X64

X86

X64

MS19-05-S07-4499175
KB4499175

MS19-05-S07-4499175
KB4499175

MS19-05-S07-4499175
KB4499175

MS19-05-MR7-4499164
KB4499164

MS19-05-MR7-4499164
KB4499164

MS19-05-MR7-4499164
KB4499164

0s

0s

0s

0s

0s

0s

91454

9 mare...

91454

9 mare...

91454

9 mare...

110303

162 more...

110303

163 more...

110303

162 more...

1-60f 6

2

2




@ Qualys. Enterprise

Patch Management DASHBOARD PATCHES  ASSETS  JOBS  CONFIGURATION

Patch Catalog

(patchStatus:Missing

6 Acilons\(if)‘\\\v 1-60f 6

Total Patches
Add to Existing Job F

and cve:"2@19-0708") and cve:'CVE-2019-87@8"

Addto New Job
PATCH STATUS b ®  xs6  MS19.05507-4499175  0S 91454 2 0
Missing 6 KB4499175 9 more...
APP FAMILY Security Only Update for .. O xe4  MS19-05-507-4499175  0S 91454 EER 1 0
Published on May 13, 2019 KB4499175 9mare...
Windows 6
Security Only Update for .. O xe4  MS19-05-507-4499175  0S 91454 1 0
VENDOR Published on May 13, 2019 KB4499175 9mare...
Mok 8 Security Monthly Rollup f.. O xe4  MS19-05-MR7-4499164  0S 110303 1 0
Published on May 13, 2019 KB4499164 162 more...
UPDATE TYPE
Securits Patch . Security Monthly Rollup f.. O x86  MS19-05-MR7-4499164  OS 110303 2 0
Ecuniyatetes Published on May 13, 2019 KB4499164 163 more..
Non-Security Pat... 3
Security Monthly Rollup f.. O xe4  MS19-05-MR7-4499164  0S 110303 1 0
TYPE Published on May 13, 2019 KB4499164 162 more...
0s 6
VENDOR SEVERITY
Critical 6

BrEGAAT BEALNIGER



@ Qualys. Enterprise

Patch Management DASHBOARD PATCHES  ASSETS  JOBS  CONFIGURATION

Patch Catalog

(patchStatus:Missing

6
Total Patches

and cve:"2@19-0708") and cve:'CVE-2019-87@8"

Add to Existing Job
—
Addto R{@}b .
PATCH STATUS 1 r. ®  x86  Ms1905507-4499175  OS 91454 2 0
Missing 6 KB4499175 9 more...
APP FAMILY Security Only Update for .. O xe4  MS19-05-507-4499175  0S 91454 EER 1 0
Published on May 13, 2019 KB4499175 9mare...

Windows 6

Security Only Update for .. O xe4  MS19-05-507-4499175  0S 91454 1 0
VENDOR Published on May 13, 2019 KB4499175 9mare...
Mok 8 Security Monthly Rollup f.. O xe4  MS19-05-MR7-4499164  0S 110303 1 0

Published on May 13, 2019 KB4499164 162 more...
UPDATE TYPE
Securits Patch . Security Monthly Rollup f.. O x86  MS19-05-MR7-4499164  OS 110303 2 0
Ne':”;“’ ‘"‘Pes N Published on May 13, 2019 KB4499164 163 more..
on-Security Pat...

Security Monthly Rollup f.. O xe4  MS19-05-MR7-4499164  0S 110303 1 0
TYPE Published on May 13, 2019 KB4499164 162 more...
0s 6
VENDOR SEVERITY
Critical 6

BrEGAAT BEALNIGER



@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 1/6
Basic Information
? Basic Information Create this deployment job by selecting assets and patches to be installed. Also define the

deployment schedule and configure message options you want to display as reminders.
Select Assets
Select Patches Title for your job

Schedule

Options

oo s L

Confirmation

E=ml -



@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 1/6
Basic Information

? Basic Information Create this deployment job by selecting assets and patches to be installed. Also define the
deployment schedule and configure message options you want to display as reminders.

2 Select Assets

|

i Select Patches Title for your job

4 Schedule High Critical - CVE-2019-0708
I

5 Options

|

&

Confirmation

e | I



@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 2/6
Select Assets
Basic Information Select the assets you want this job to deploy patches on.

Select Asset: "
ERE.ES8R Include the following assets. Select Assets

Select Patches

Schedule

Options
Take me to asset selector

oo s

Confirmation

Include the following tags. Select Tags

Take me to tag selector




@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 2/6
Select Assets
Basic Information Select the assets you want this job to deploy patches on.

Select Asset. ; =
S Include the following assets. Seieq\ﬁs‘é\e’(s
e~

Select Patches

Schedule F

Options
Take me to asset selector

oo s

Confirmation

Include the following tags. Select Tags

Take me to tag selector




Asset Selector

ASSET TAGS ASSETS
63 Assets

1-50of 63
Debian9BP-CA-MA Debian Linux 9.9
FJJ - RH-CA - EC2 Red Hat Enterprise Linux Server 7.5
FJJ-ACER-TX Microsoft Windows 10 Home 10.0.15063 ...
FJJ-AMIT-CA-EC2 Amazon Linux 2018.03
FJJ-AMI2-CA-POD2-Docker-EC2 Amazon Linux 2
FJJ-AMI2-CA-POD2-Docker/Jenkins-EC2 Amazon Linux 2
FJJ-ASUS-Phillip Microsoft Windows 10 Home
FJJ-Ayeishas-MacBook-Pro.local Mac 0S X 10.10.5
FJJ-Carmens-MBP.Kanguro.local Mac 0S X 10.11.6
FJJ-KALI-CA-EC2 Kali Linux GNU/Linux

FJJ-LUIS&Janet-Texas-Desktop Microsoft Windows 7 Home Premium




Asset Selector

ASSET TAGS ASSETS
win Q 14 assets

1-140f 14
FJJ-WIN16-CA-JENKIN-ECZ Microsoft Windows Server 2016 Datacent...
LL-Win10-HY Microsoft Windows 10 Pro 10.0.17134 64...
LL-Win10-SRV Microsoft Windows 10 Pro 10.0.17134 64...
WIN-2012-MA Microsoft Windows Server 2012 Standard...
WIN16-CA-lIOC Microsoft Windows Server 2016 Datacent...
WIN16-CA-SQL17 Microsoft Windows Server 2016 Datacent...
WIN16-CA-SSM Microsoft Windows Server 2016 Datacent...
WIN7-32BIT Microsoft Windows 7 Ultimate 6.1.7600 3...
WIN7-32BIT-AZ Microsoft Windows 7 Ultimate 6.1.7601 S...
WIN7-32BIT-AZ Windows
WIN7-64BIT-AZ Microsoft Windows 7 Ultimate 6.1.7601 S...




K

WIN16-CA-SQL17
WIN16-CA-SSM
WIN7-32BIT
WIN7-32BIT-AZ
WIN7-32BIT-AZ
WIN7-64BIT-AZ
Win10PRO-CA-MA
Win12R2-CA-MA
Win16-CA-WVNC-EC2

Microsoft Windows Server 2016 Datacent...

Microsoft Windows Server 2016 Datacent...

Microsoft Windows 7 Ultimate 6.1.7600 3...

Microsoft Windows 7 Ultimate 6.1.7601 S...

Windows

Microsoft Windows 7 Ultimate 6.1.7601 S...

Microsoft Windows 10 Pro 10.0.17763 N/...

Microsoft Windows Server 2012 R2 Datac...

Microsoft Windows Server 2016 Datacent...




K

WIN16-CA-SQL17
WIN16-CA-SSM
WIN7-32BIT
WIN7-32BIT-AZ
WIN7-32BIT-AZ
WIN7-64BIT-AZ
Win10PRO-CA-MA
Win12R2-CA-MA
Win16-CA-WVNC-EC2

i

Microsoft Windows Server 2016 Datacent...

Microsoft Windows Server 2016 Datacent...

Microsoft Windows 7 Ultimate 6.1.7600 3...

Microsoft Windows 7 Ultimate 6.1.7601 S...

Windows

Microsoft Windows 7 Ultimate 6.1.7601 S...

Microsoft Windows 10 Pro 10.0.17763 N/...

Microsoft Windows Server 2012 R2 Datac...

Microsoft Windows Server 2016 Datacent...




@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 2/6
Select Assets
Basic Information Select the assets you want this job to deploy patches on.
Select Assets

Include the following assets. Select Assets

3 Select Patches

| | rwinieca-senk.. | winiosv | Lewiniosry | winzoizma | wintscadtoc
4 Schedule

| | winiecasaL17 | winiecassm | winzazeir | winz-azeiTaz | winz-32BITAZ

i Options | win7-s48m-az | winiopro-caAma || win1zrecama | winie-cavnc-EC2

B

Confirmation

Include the following tags. Select Tags

Take me to tag selector




@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 2/6
Select Assets
Basic Information Select the assets you want this job to deploy patches on.
Select Assets

Include the following assets. Select Assets

3 Select Patches

| | rwinieca-senk.. | winiosv | Lewiniosry | winzoizma | wintscadtoc
4 Schedule

| | winiecasaL17 | winiecassm | winzazeir | winz-azeiTaz | winz-32BITAZ

i Options | win7-s48m-az | winiopro-caAma || win1zrecama | winie-cavnc-EC2

B

Confirmation

Include the following tags. Select Tags

Take me to tag selector

o




@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 3/6
Select Patches
Basic Information From the available list of patches, choose patches you want to install on the selected assets
in this job.
Select Assets
Seleaibalches Available Patches
4 Schedule
I Selected Patches (6) Remove All
5 Options
& Confirmation Security Only Update for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499175) [x]
Security Only Update for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499175) [x]
Security Only Update for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499175 ) [x]
Security Monthly Rollup for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499164) [x]
Security Monthly Rollup for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499164) [x]
Security Monthly Rollup for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499164) [x]

o | [ | (D




@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 3/6
Select Patches
Basic Information From the available list of patches, choose patches you want to install on the selected assets
in this job.
Select Assets
Seleaibalches Available Patches
4 Schedule
I Selected Patches (6) Remove All
5 Options
& Confirmation Security Only Update for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499175) [x]
Security Only Update for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499175) [x]
Security Only Update for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499175 ) [x]
Security Monthly Rollup for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499164) [x]
Security Monthly Rollup for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499164) [x]
Security Monthly Rollup for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499164) [x]

»

o | (oo | (D




@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 4/6
Schedule Deployment

Basic Information Schedule the deployment job to run on demand or in the future.
Select Assets
Select Patches SEES g&?fﬁ?@?&!ﬁvﬁ?ﬁ!ﬁﬂ? J;]?)t:\rw-:.-uﬁsl’t!?g.w“hin e
i PATCH WINDOW

5 Options 20 - Minutes

&  Confirmation You can configure a patch window to run the deployment jobs only within a particular time frame.

e ] [ | I




@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 4/6
Schedule Deployment

Basic Information Schedule the deployment job to run on demand or in the future.
Select Assets
Select Patches SEES g&?fﬁ?@?&!ﬁvﬁ?ﬁ!ﬁﬂ? J;]?)t:\rw-:.-uﬁsl’t!?g.w“hin e
i PATCH WINDOW

5 Options 20 - Minutes

&  Confirmation You can configure a patch window to run the deployment jobs only within a particular time frame.

‘ Cancel H Previous ‘m




@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 5/6
Deployment and Reboot Communication Options

Basic Information Define user (recipient) patch deployment communication and reboot warning messages to
encourage and educate user about patch installment and the reboot cycle.

Select Assets
Select Patchi
cecraenes Deployment messages
Schedule
Pre-Deployment
Options Display message to users before patch deployment starts.

(If no user is logged in, deployment process starts per job schedule)
& Confirmation

Deployment in Progress
Display message to users while patch Deployment is in progress.

Deployment Complete
Display message to users when patch Deployment is complete.

Reboot messages

Reboot Request

Show message to users indicating that a reboot is required.
(If no user is logged in, reboot will start immediately after patch deployment)

Reboot Countdown
Show countdown message to users after deferment limit is reached.



@ Qualys. Enterprise

&— Create: Deployment Job

STEPS 6/6
Confirmation
Basic Information You're all done! Review your selections and click Save. This deployment job will be created
and added to your deployment jobs list.
Select Assets
Select Patches Basic Information and Schedule Edit
Schedule JOB TITLE: High Critical - CVE-2019-0708
Options JOB TYPE: Install
Confirmation START DATE: =
START TIME: -
TIMEZONE: =

PATCH WINDOW: 30 Minutes

Selected Assets Edit

TARGET ASSETS (14)

| Rrwiniscasenk.. | Lwintonv | Lewintosry | winzo1zma | winiscatoc
| winiscasoL1? | winiecassm | winz32mr | winz-azeiraz | winz-32BTAZ

| winz-s4-az | winioPro-cAMA | win12R2ca-mA | win16-ca-vNC-EC2

ASSET TAGS (0)



PATCHES (6)

Security Only Update for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499175)

Seciirity Only Update for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499175)

Security Only Update for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499175)

Security Manthly Rollup for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499164)

Security Monthly Rollup for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499164)

Security Monthly Rollup for Windows 7 and Server 2008 R2: May 14, 2019 (KB4499164)

Message Options Edii

—



@ Qualys. Enterprise

Patch Management DASHBOARD PATCHES  ASSETS  JOBS  CONFIGURATION

Total Jobs

Enabled ThirdParty APPs On-demand 1 49 Cloud Agent
Created by quays2fm10 on Jun 2..

STATUS

Disabled 6 ' OnDemand On-demand 7 16 TAGs_Flimenez

Enabled 5 Created by quays2mid2 on Jun 2...

SCHEDULED Enabled *On-Demand - Daily Daily, 9:00 PM 28 0 =
Created by quays2fm10 on Apr 0...

On-demand 5

Weekly 2 AZ-Phoenix - Monthly Every 1st day of the month, 7:30 PM 0 0 =

Monthly 2 Created by quays2fm10 on Apr 0...

i 2

o BU-San Diego - Monthly Monthly on First Friday, Invalid date 4 0 I BU-SanDiego-BU
Created by quays2fm10 on Apr 0... 2more...

JOB TYPE

Install 10 Enabled 7zip patch On-demand 1 46 Cloud Agent

Uninstall Created by quays2mi42 on May 2...

Enabled Emergency Patch ! On-demand 0 51 ] cloud Environments

Created by quays2fm10 on Jun 2.. 1 more...
*Catchup/Stragglers - Daily Daily, 6:30 AM 1 0 =

Created by quays2fm10 on Apr 0...

Enabled High Critical - CVE-2019-07... on-demand 6 13 =
Created by quays2fm10 on Jun 2..



11

Total Jobs

STATUS

Disabled
Enabled

SCHEDULED
On-demand
Weekly
Maonthly
Daily

JOB TYPE
Install
Uninstall

L R )

10

Enabled

Enabled

Enabled

Enabled

Enabled

NAME

ThirdParty APPs
Created by quays2fm10 on Jun 2..

OnDemand
Created by quays2mi42 on Jun 2...

*0On-Demand - Daily
Created by quays2fm10 on Apr 0...

AZ-Phoenix - Monthly
Created by quays2fm10 on Apr0...

BU-San Diego - Monthly
Created by quays2fm10 on Apr 0...

7zip patch
Created by quays2mi42 on May 2...

Emergency Patch !
Created by quays2fm10 on Jun 2..

*Catchup/Stragglers - Daily
Created by quays2fm10 on Apr 0...

High Critical - CVE-2019-07...
Created by quays2fm10 on Jun 2.-\

*RollBack/Uninstall - Weekly
Created by quays2fm10 on Apr 0..

AWS EC2 - Weekly
Created by quays2fm10 on Apr 0...

On-demand 1
On-demand 7
Daily, 9:00 PM 28
Every 1st day of the month, 7:30 PM 0
Monthly on First Friday, Invalid date 4
On-demand 1
On-demand 0
Daily, 6:30 AM il
On-demand 6
Weekly on Sunday, 12:23 AM 0

»

Weekly on Sunday, Wednesday, 5:30 PM 0

49

16

46

51

13

1-110f 11

| cloud Agent

i TAGs_Flimenez

| Bu-sanbiego-BU

2 more...

| cloud Agent

| ctoud Environments

1 more...

| FisEC2-GON-AMIZ-..

& maore...
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Total Jobs

Enabled ThirdParty APPs On-demand 1 49 | cloud Agent
Created by quays2fm10 on Jun 2..
STATUS iy
Disabled 6 Disabiled OnDemand On-demand 7 16 | TAGs_Flimenez
Enabled 5 Created by quays2mi42 on Jun 2...
SCHEDULED Enabled *On-Demand - Daily Daily, 9:00 PM 28 0 =
Created by quays2fm10 on Apr 0...
Or-demand 5
Weekly 2 AZ-Phoenix - Monthly Every 1st day of the month, 7:30 PM 0 0 =
Monthly 2 Created by quays2fm10 on Apr 0..
Daily 2 : : i
BU-San Diego - Monthly Monthly on First Friday, Invalid date 4 0 I BU-SanDiego-BU
Created by quays2fm10 on Apr 0... 2more...
JOB TYPE _
Install 10 Enabled 7zip patch On-demand 1 46 | Cloud Agent
Uninstall 1 Created by quays2mi42 on May 2...
Enabled Emergency Patch ! On-demand 0 51 I Cloud Environments
Created by quays2fm10 on Jun 2.. 1 more...
*Catchup/Stragglers - Daily Daily, 6:30 AM il 0 =

Created by quays2fm10 on Apr 0...

Enabled High Critical -C*™~ ===~ =~ On-demand 6 13 =
Created by quays2 Quick Actions

*RollBack/Uning ey petails Weekly on Sunday, 12:23 AM 0 0 =
Created by quays2
View Progress
Disabled AWS EC2 - Weel Weekly on Sunday, Wednesday, 5:30 PM 0 0 I RIL-EC2-GDN-AMIZ-...

Created by quays2 smare.
Delete



Q s

Total Jobs

Enabled ThirdParty APPs On-demand 1 49 | cloud Agent
Created by quays2fm10 on Jun 2..
STATUS yiuey
Disabled 6 Disabiled OnDemand On-demand 7 16 | TAGs_Flimenez
Enabled 5 Created by quays2mi42 on Jun 2...
SCHEDULED Enabled *On-Demand - Daily Daily, 9:00 PM 28 0 =
Created by quays2fm10 on Apr 0...
Or-demand 5
Weekly 2 AZ-Phoenix - Monthly Every 1st day of the month, 7:30 PM 0 0 =
Monthly 2 Created by quays2fm10 on Apr 0..
Daily 2 : . )
BU-San Diego - Monthly Monthly on First Friday, Invalid date 4 0 I BU-SanDiego-BU
Created by quays2fm10 on Apr 0... 2more...
JOB TYPE _
Install 10 Enabled 7zip patch On-demand 1 46 | cloud Agent
Uninstall 1 Created by quays2mi42 on May 2...
Enabled Emergency Patch ! On-demand 0 51 I Cloud Environments
Created by quays2fm10 on Jun 2.. 1 more...
*Catchup/Stragglers - Daily Daily, 6:30 AM il 0 =
Created by quays2fm10 on Apr 0...
Enabled High Critical - C*™~ T T On-demand 6 13 =
Created by quays2 Quick Actions
*RollBack/Unin  yjiaw Details Weekly on Sunday, 12:23 AM 0 0 =
Created by quays2 P
View Pmﬂ@\.\
Disabled AWS EC2 - Weel === Weekly on Sunday, Wednesday, 5:30 PM 0 0 I RIL-EC2-GDN-AMIZ-...
Created by quays2. ' smare.

Delete F



@ QUO'YS. Enterprise

&— Job Details: High Critical - CVE-2019-0708

VIEW MODE

Basic Information
Assets
Patches

Options

Basic Information
Job status:  Enabled

A High Critical - CVE-2019-0708

I
— Scheduled: On-demand
Created on: Jun 28, 2019
Identification Job Information

Created by: quays2fm10 There are 13 assets assigned to this job
Job Type: Install 6 patches will be deployed with this job
Scheduled: On-demand There is O delivery option defined
Create Date: Jun 28, 2019
Modify Date: Jun 28, 2019

Tags
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Security built in Azure - not bolted on



Policy & compliance

Secure score

u 271 ore2s

Review your secure score >

)

Resource security hygiene
Recommendations

High Severity
1

Medium Severity
4

Low Severity

3

i’ 34 Unhealthy resources

Threat protection
Security alerts by severity

High Severity
0

Medium Severity
14

Low Severity
19

i’ 16 Attacked resources

Regulatory compliance Subscription coverage

Fully covered

I SOC TSP 3 of 12 passed controls 0
1 Partially covered
I 1SO 27001 5 of 20 passed controls 1

Not covered

IAzure CIS1.1.0 12 of 19 passed controls Y

-
¥ 34 Covered resources

Resource health by severity

g 10 Compute & apps resources E. 23 pata & storage resources

ﬁ 0 Networking resources o 1 Identity & access resources
(& M ———

Security alerts over time

4

R

16 Sun 23 Sun

Make alert data available to your SIEM

You can make Security Center alerts available to a SIEM
g connector

Set up SIEM connector >

Review and improve your secure score

Review and resolve security vulnerabilities to improve your
secure score and secure your workload

Learn more >

New - Advanced threat protection for Storage accounts

Security Center can now protect your Storage accounts by
detecting unusual and potentially harmful attempts to acce!
or exploit Storage accounts.

Learn more >




hsrinivasan@azure.qu... (@
QUALYS-AZURE Q@

Microsoft Azure P Search resources, services, and docs

Home > Security Center - Overview

J Security Center - Overview Documentation 2 X

Showing subscription ‘Portal Backend"

I/O [search (ctri+) | « Y subscriptions  [£ What's new

GENERAL Policy & compliance

o) Overview Secure score Regulatory compliance Subscription coverage Make alert data available to your SIEM
o4 Getting started Fully covered
I SOC TSP 3 of 12 passed controls 0 You can make Security Center alerts available to a SIEM
Events 2 7 1 connector
OF 625 1 Partially covered < :
O Search 1SO 27001 5 of 20 passed controls TOTAL 1
|

o Not covered

POLICY & COMPLIANCE o Set up SIEM connector >
Review your secure score > I Azure CIS 1.1.0 12 of 19 passed controls - .

2 Coverage " 34 Covered resources

© Secure score
K

Regulatory compliance . o
guiatory compl Resource security hygiene

17 Security polic . . . .
ty policy Recommendations Resource health by severity Review and improve your secure score
RESOURCE SECURITY HYGIENE High Severity —
o 1 10 Compute & apps resources - 23 Data & storage resources . 5 - .
= g . O — S Review and resolve security vulnerabilities to improve your
Recor{(méh ations 18 Medium Severity secure score and secure your workload
— N\
%> Compute & apps TOTAL 4 < /
. Low Severity
& Networking 3 cant 0 Networking resources 1 Identity & access resources Learn more >
N X F > A
& loT hubs & resources (Preview) ¥ 34 Unhealthy resources .

% Data & storage

Identity & access (Preview) .
Threat protection

Security solutions

Security alerts by severity Security alerts over time New - Advanced threat protection for Storage accounts

ADVANCED CLOUD DEFENSE I High Severity 2 I High severity
— . _ pmmmm  Security Center can now protect your Storage accounts by

"7 Adaptive application controls 33 Medium Severity 2 Medium severity detecting unusual and potentially harmful attempts to acces

H N

D . TOTAL < or exploit Storage accounts.

D Justin time VM access 14 o | I | | I I | | | | | | | | | I | I | 14 /
Wi Adaptive network hardening i 16 Sun 23 Sun 30 Sun severity

19 19 Learn more >
d File Integrity Monitoring 7 16 Attacked resources R

TLIDE AT BT TR L



Microsoft Azure P Search resources, services, and docs b Q £33 ? @ hsrinivasan@azure.qu... (4
) QUALYS-AZURE Qi

» Home > Security Center - Recommendations > Vulnerability assessment solution should be installed on your virtual machines

Vulnerability assessment solution should be installed on yo...

Y Filter
(L]
VIRTUAL MACHINE SUBSCRIPTION NAME SEVERITY
7 \
gL /" EUTWin Portal Backend A Medium
4

L ' PISwinO1 Portal Backend A Medium

\
"' Pooja-HDS-2.4 Portal Backend A Medium
el o
\:\V"\Window -PK




Microsoft Azure P Search resources, services, and docs b Q £33 ? @ hsrinivasan@azure.qu... (4
) QUALYS-AZURE Qi

» Home > Security Center - Recommendations > Vulnerability assessment solution should be installed on your virtual machines

Vulnerability assessment solution should be installed on yo...

=
. )
Y Filter \ L' Install on 4 VMs
X —_d

(L]
VIRTUAL MACHINE SUBSCRIPTION NAME SEVERITY

o v EUIWin Portal Backend A Medium

v PISwin01 Portal Backend A Medium

v Pooja-HDS-2.4--linux Portal Backend A Medium




Microsoft Azure P Search resources, services, and docs / hsrinivasan@azure.qu... (i

QUALYS-AZURE Qi

» Home > Security Center - Recommendations > Vulnerability assessment solution should be installed on your virtual machines > Add a Vulnerability Assessment > Add to an existing Vulnerability Assessment

Vulnerability assessment solution should be installed on your v... X Add a Vulnerability Assessment X

Select an existing solution or create a new one

Y Filter Iil Install on 4 VMs

=
= Create New >
VIRTUAL MACHINE SUBSCRIPTION NAME STATE SEVERITY

o v EUIWin Portal Backend Open A Medium ...
v PISwin01 Portal Backend Open A Medium ... -Or-
. v Pooja-HDS-2.4--linux Portal Backend Open A Medium ...
Use existing solution
& v Windows--PK Portal Backend Open A Medium xisting solut
Qualys, Inc. >
-
e QualysPoojaPODO01--sg
&
\ Qualys, Inc.
. @ >
== N7  Qualysval
%
Qualys, Inc.
= >
UsPOD3 F
Qualys, Inc. >
QualysP1SG
& Qualys, Inc. >
EU2
a
(0] Qualys, Inc. >
EU1

)




hsrinivasan@azure.qu... (i
QUALYS-AZURE Qi

Microsoft Azure P Search resources, services, and docs ) @

Home > Security Center - Recommendations > Vulnerability assessment solution should be installed on your virtual machines > Add a Vulnerability Assessment > Add to an existing Vulnerability Assessment

Vulnerability assessment solution should be installed on your v... X Add a Vulnerability Assessment X Add to an existing Vulner... 0O X

Select an existing solution or create a new one

Y Filter LY Install on 4 VMs Click the OK button in order to use your
Create New > existing QualysVa1 solution to apply
vulnerability assessment capabilities to the
VIRTUAL MACHINE SUBSCRIPTION NAME STATE SEVERITY - )
selected virtual machines. Note: Once you

EU1Win Portal Backend Open Medium click the OK button, please wait for the
operation to complete.

PISwinO1 Portal Backend Open A Medium ... -Or-

Pooja-HDS-2.4--linux Portal Backend Open A Medium ...
Use existing solution

QIR IR R

Windows--PK Portal Backend Open 4 Medium ...
Qualys, Inc.
QualysPoojaPODO01--sg

@®

Qualys, Inc.
QualysVa1

P

Qualys, Inc.
USPOD3

Qualys, Inc.
QualysP1SG

Qualys, Inc.
EU2

Qualys, Inc.
EU1

(OO OMO]




Microsoft Azure

Home > Security Center - Recommendations

P Search resources, services, and docs

Security Center - Recommendations

Showing subscription 'Portal Backend'
L Search (Ctrl+/)

GENERAL
U Overview
o4 Getting started
Events
O Ssearch
POLICY & COMPLIANCE
i Coverage
©  Secure score
4. Regulatory compliance
17 Security policy
RESOURCE SECURITY HYGIENE
Recommendations
%= Compute & apps
& Networking
% loT hubs & resources (Preview)
w Data & storage

Identity & access (Preview)

Security solutions

ADVANCED CLOUD DEFENSE

=7 Adaptive application controls

(D Justin time VM access

Ui Adaptive network hardening
d File Integrity Monitoring

TLIDE AT BT TR L

Recommendations Resource health by severity

ponooee e ] High Severity 10 compute & apps resources
: 11 T ———
! 18 i Medium Severity
: TOTAL : 4
] I Low Severity 0 Networking resources
————————————————————————— 3 >

34 Unhealthy resources

/O Search recommendations

RECOMMENDATION

MFA should be enabled on accounts with owner permissions on your subscription (Previ...

Just-In-Time network access control should be applied on virtual machines

External accounts with owner permissions should be removed from your subscription (Pr...

External accounts with write permissions should be removed from your subscription (Pre...

SECURE SCORE IMPACT

—_ 23 Data & storage resources
I

1 Identity & access resources
|

MFA should be enabled on accounts with write permissionson your subscription (Preview) -

Vulnerabilities in security configuration on your machines should be remediated
Secure transfer to storage accounts should be enabled

The rules for web applications on laaS NSGs should be hardened

Access should be restricted for permissive Network Security Groups with Internet-facing ...

Network Security Group rules for Internet facing virtual machines should be hardened

Adaptive Application Controls should be enabled on virtual machines

Vulnerability lution should be installed on your virtual machines

Management ports should be closed on your virtual machines

+30

FAILED RESOURCES

1 of 1 subscriptions

10 of 10 virtual machines
1 of 1 subscriptions

1 of 1 subscriptions

1 of 1 subscriptions

2 of 10 virtual machines
23 of 23 storage accounts
10 of 10 virtual machines
10 of 10 virtual machines
9 of 10 virtual machines
3 of 10 virtual machines
4 of 10 virtual machines

10 of 10 virtual machines

<

,_
®
L
B
3
°
@
v

%)
m
<
m
2
3
°

hsrinivasan@azure.qu... (@
QUALYS-AZURE Q@

Review and improve your secure score

Review and resolve security vulnerabilities to improve
your secure score and secure your workload



Microsoft Azure P Search resources, services, and docs hsrinivasan@azure.qu... (#

QUALYS-AZURE Qi

Home > Security Center - Recommendations

— Security Center - Recommendations X
Showing subscription 'Portal Backend'
«
‘ L Search (Ctrl+/)
Recommendations Resource health by severity Review and improve your secure score
GENERAL
T H High Severity 10 compute & apps resources =L 23 Data & storage resources
O Overview i : 1 \ i 47 _g Review and resolve security vulnerabilities to improve
H : your secure score and secure your workload
&4 Getting started ! 18 : Medium Severity < \
! TOTAL ! 4 /
" Events i :
! : I Low Severity p 0 Networking resources ;; 1 Identity & access resources (LT (GE0E S
O Ssearch S : 3 (& N ——
V34 Unhealthy resources .
POLICY & COMPLIANCE
i Coverage
O Secure score /O Search recommendations
4. Regulatory compliance RECOMMENDATION SECURE SCORE IMPACT FAILED RESOURCES SEVERITY
I Security policy Vi 1es In security c 1on on your machines should be remediated +3U ¥ 2 ot 10 virtual machines |
S TREE SR T ETT Secure transfer to storage accounts should be enabled 5 23 of 23 storage accounts |
Recommendations The rules for web applications on laaS NSGs should be hardened +20 7:‘ 10 of 10 virtual machines |
%% Compute & apps Access should be restricted for permissive Network Security Groups with Internet-facing ... 10 of 10 virtual machines 1 ——
& Networking Network Security Group rules for Internet facing virtual machines should be hardened 2 9 0f 10 virtual machines |
& 1o hubs & resources (Preview)
° ( ) Adaptive Application Controls should be enabled on virtual machines 3 of 10 virtual machines |
w Data & storage =
Vulnerability lution should be installed on your virtual machines 4 4 of 10 virtual machines
4 ldentity & access (Preview)
Management ports should be closed on your virtual machines 2 10 of 10 virtual machines |
Security solutions
Disk encryption should be applied on virtual machines 2| 9 of 10 virtual machines |
ADVANCED CLOUD DEFENSE
System updates should be installed on your machines 2 of 10 virtual machines I
=7 Adaptive application controls —
Vulnerabilities should be remediated by a Vulnerability Assessment solution 5 ) 5 of 10 virtual machines |

(D Just in time VM access —

@i Adaptive network hardening

d File Integrity Monitoring F

TLIDE AT BT TR R



Microsoft Azure P Search resources, services, and docs b Q £33 ? @ hsrinivasan@azure.qu... (4
) QUALYS-AZURE Qi

Home > Security Center - Recommendations > Vulnerabilities should be remediated by a Vulnerability Assessment solution

Vulnerabilities should be remediated by a Vulnerability Ass... 0 X

Y Filter

VULNERABILITY NAME AFFECTED... VENDOR SEVERLI...

CentOS Security Update for bind... PISCent01 Qualys Active © High

CentOS Security Update for binu... PISCent01 Qualys Active © High

CentOS Security Update for glibc... PISCent01 Qualys Active © High
ko CentOS Security Update for jasp... PISCent01 Qualys Active O High
CentOS Security Update for kern... PISCent01 Qualys Active © High
CentOS Security Update for kern... PISCent01 Qualys Active © High
CentOS Security Update for krb5... PISCent01 Qualys Active O High
CentOS Security Update for m, PISCent01 Qualys Active © High
CentOS Security Update for nss (... PISCent01 Qualys Active © High
e CentOS Security Update for nss-...  PISCent01 Qualys Active © High
L CentOS Security Update for ope...  PISCent01 Qualys Active O High
CentOS Security Update for pyth... PISCent01 Qualys Active © High

CentOS Security Update for sssd ... PISCent01 Qualys Active © High

CentOS Security Update for wget... PISCent01 Qualys Active O High

CentOS Security Update for wpa... PISCent01 Qualys Active © High

Multiple Security Vulnerabi... PISCent01 Qualys Active © High
EOL/Obsolete Software: Mozilla... Win10-POD3 Qualys Active © High
EOL/Obsolete Software: Mozilla ... 2 Virtual M... Qualys Active O High
Firefox and SeaMonkey Web Bro... Win10-POD3 Qualys Active © High

Firefox and SeaMonkey Web Bro... 2 Virtual M... Qualys Active © High



Microsoft Azure P Search resources, services, and docs b Q £33 ? @ hsrinivasan@azure.qu... (4
) QUALYS-AZURE Qi

Home > Security Center - Recommendations > Vulnerabilities should be remediated by a Vulnerability Assessment solution

Vulnerabilities should be remediated by a Vulnerability Ass... 0 X

Y Filter

VULNERABILITY NAME AFFECTED... VENDOR SEVERLI...

CentOS Security Update for bind... PISCent01 Qualys Active © High

=
\
CentOS Security\U’pdéte for binu... PISCent01 Qualys Active © High

CentOS Security Update for glibc... PISCent01 Qualys Active © High
ko CentOS Security Update for jasp...  PIS! 01 Qualys Active O High
CentOS Security Update for kern... PISCent01 Qualys Active © High
CentOS Security Update for kern... PISCent01 Qualys Active © High
CentOS Security Update for krb5... PISCent01 Qualys Active O High
CentOS Security Update for m, PISCent01 Qualys Active © High
CentOS Security Update for nss (... PISCent01 Qualys Active © High
e CentOS Security Update for nss-...  PISCent01 Qualys Active © High
L CentOS Security Update for ope...  PISCent01 Qualys Active O High
CentOS Security Update for pyth... PISCent01 Qualys Active © High

CentOS Security Update for sssd ... PISCent01 Qualys Active © High

CentOS Security Update for wget... PISCent01 Qualys Active O High

CentOS Security Update for wpa... PISCent01 Qualys Active © High

Multiple Security Vulnerabi... PISCent01 Qualys Active © High
EOL/Obsolete Software: Mozilla... Win10-POD3 Qualys Active © High
EOL/Obsolete Software: Mozilla ... 2 Virtual M... Qualys Active O High
Firefox and SeaMonkey Web Bro... Win10-POD3 Qualys Active © High

Firefox and SeaMonkey Web Bro... 2 Virtual M... Qualys Active © High



Microsoft Azure P Search resources, services, and docs hsrinivasan%)::w;e‘gﬁ;s. ll
» Home > Security Center - Recommendations > Vulnerabilities should be remediated by a Vulnerability Assessment solution > Vulnerability found by Qualys
Vulnerabilities should be remediated by a Vulnerability Assess... X  Vulnerability found by Qualys O
Y Filter
(L]
CentOS Security Update for binutils Security
VULNERABILITY NAME
Update (CESA-2018:3032)
VULNERABILITY NAME AFFECTED... VENDOR STATE SEVERL...
* VULNERABILITY ID 256513
CentOS Security Update for bind... PISCent01 Qualys Active © High
CVE-2018-7208,CVE-2018-7568,CVE-2018-
CentOS Security Update for binu... PISCent01 Qualys Active O High CVE 7569,CVE-2018-7642,CVE-2018-7643,CVE-2018~
’ 8945,CVE-2018-10372,CVE-2018-10373,CVE-
(<) CentOS Security Update for glibc... PISCent01 Qualys Active © High 2018-10534,CVE-2018-10535,CVE-2018-13033
ko CentOS Security Update for jasp... PISCent01 Qualys Active O High cvss 68
; SEVERITY High
& CentOS Security Update for kern... PISCent01 Qualys Active © High o g
(] CentOS has released security update for binutils
- CentOS Security Update for kern... PISCent01 Qualys Active © High DESCRIPTION security update to fix the vulnerabilities. Affected
3 Products: centos 7
CentOS Security Update for krb5... PISCent01 Qualys Active O High
=
CentOS Security Update for mari... PISCent01 Qualys Active © High Affected VMs
CentOS Security Update for nss (... PISCent01 Qualys Active O High NAME P
e CentOS Security Update for nss-... PISCent01 Qualys Active © High PISCent01 10.0.1.20
@ CentOS Security Update for ope...  PISCent01 Qualys Active O High
@ CentOS Security Update for pyth... PISCent01 Qualys Active © High
(0] CentOS Security Update for sssd ... PISCent01 Qualys Active © High
[0}
- CentOS Security Update for wget... PISCent01 Qualys Active O High
CentOS Security Update for wpa... PISCent01 Qualys Active © High
cURL Multiple Security Vulnerabi... PISCent01 Qualys Active © High
EOL/Obsolete Software: Mozilla... Win10-POD3 Qualys Active © High
EOL/Obsolete Software: Mozilla ... 2 Virtual M... Qualys Active O High
Firefox and SeaMonkey Web Bro... Win10-POD3 Qualys Active © High
Firefox and SeaMonkey Web Bro... 2 Virtual M... Qualys Active © High




hsrinivasan@azure.qu... (@

Microsoft Azure P Search resources, services, and docs

QUALYS-AZURE Q@

Home > QualysVulnerabilityResponse > Logic Apps Designer

Logic Apps Designer X

H Save X Discard <> Code view [ Templates B connectors ? Help

@ 100

Check vulnerabilities reported by Qualys
E Check Qualys Severity Vulnerability 5

Post message

CheckVulnerability

triggerPatchRoutine

D — —

+ New step



@ EdAmold |logout

® Jenkins

EMABLE AUTO REFRESH

Jenkins Freestyle Test #4 Qualys WAS Scan Status
ualys.
@ o Y Scan ID: 2479352 Scan Name: Freestyle Test_jenkins_build_4 2019-07-01-09-24
Scan Status: FINISHED Scan Repornt: Click here to view Scan Report on Qualys Portal
Surnmary Note: Valid credentials for the Qualys Ul are required to view the report
Scan Reference: was/1561998268091.1220381 Target URL: hitp:/10.0.0.171

Vulnerabilities

Results Summary Results Stats
Results Status: SUCC s FLUL Vulnerabilities: 3]
Auth Status: Mot Used Information Gathered: 5

Number of Requests: 681 Sensitive Contents:

Links Crawled: 2

Total Duration: 1minds

Vulnerabilities (6)

M sevs(4)
M sev4(0)
Sev 3 (0)
Sev 2 (0)
Sev 1 (2)
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Qualys Global IT
Asset Inventory






CREATE YOUR
ACCOUNT TODAY
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Data Lake and Security Analytics



Data Lake and Security Analytics -

Goals

Provide a coherent and actionable view of
your security posture by breaking down
security data silos

Coalesce all data into a centralized highly
scalable security data lake

Leverage the strength of Qualys Cloud
Platform, Cloud Agent and Apps to build a
comprehensive security analytics platform

\\\\\

\\\\\

@ Qualys.



Data Lake and Security Analytics -
Objectives

Combine and enrich Qualys generated findings and telemetry
with third-party signals (firewall logs, IDS, IPS, user data, threat
feeds, etc.) to provide:

« Real-time streaming correlation and analytics solution
« Out-of-band batch analytics to generate unique insights

« Ad-hoc querying and threat hunting on enriched and
security aware data sets

« Advanced analytics use cases using machine learning
« Risk based orchestration
« Response and endpoint protection

@ Qualys.



Advanced Correlation and Analytics

ML/AI Service Orchestration & Automation UEBA
Patterns | Outlier | Predictive SoC Integration | Playbooks | Response User & Entity Behavior Analytics
Threat Hunting Security Analytics Advanced Correlation
Search | Exploration | Behavior Graph Anomaly | Visualization | Dashboard Actionable Insights | Out-of-box Rules

Qualys Security Data Lake Platform

Data Ingestion | Normalization | Enrichment | Governance
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Correlation and Data Platform Architecture
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Threat Actor

Could NOT
exfiltrate the
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Threat Actor
Targets webserver
with known vuln
CVE-2018-7600
(Drupalgeddon 2)
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logs into domain
controller 1
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MITRE ATT&CK Stages

IT Infra Security
Events Infra Events

Continuous Logging from Qualys Apps and 3rd

Party
Correl_atlon Thre:_at SOAR
Engine Storyline

Behavioral Analytics across MITRE ATT&CK stages

Next-Gen Analytics, Data Lake and Orchestration
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Accelerated Security Analytics Practice

» Robust security incident detection and
management

« Centralized auditing for compliance
« Comprehensive orchestration
« Detection, protection and response

« Out-of-box and real-time threat hunting and
forensic capabilities

... all built on top of a very robust and highly
scalable techology platform.
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Summary

Bringing a Unique Value Proposition
to our Customers and Investors

Global IT Asset Discovery and Inventory
as a free service for all

Enabling stack consolidation with 19
apps native on the Qualys Cloud Platform
providing a single pane of glass view

Helping build security into their Digital
Transformation

A Company Highly Profitable and Built to Last

@ Qualys.



@ Quolys MAKING THE WORLD SAFER - ONE APP AT A TIME

Thank You

pcourtot@qualys.com
sthakar@qualys.com
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