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Security at a Crossroads
A significant opportunity for Qualys



Agenda

Security at a Crossroads

What makes Qualys Unique

Ubiquity Play

Cloud Platform Expansion
Blending Data Lake, SOAR, SIEMs, EDR 
and EPP into our Cloud Platform

Summary
Designed from the Ground Up 
for the Digital Transformation



Security at a Crossroads
Fueled by cloud technologies, the 
security industry is on the verge of a 
massive and accelerated consolidation. 
We believe the market will coalesce into 
four distinct segments

Large Enterprises
Public Cloud Providers
New Generation of MSSPs
OT/IoT environments

Qualys, thanks to its scalable and extensible Cloud 
Security and Compliance Platform and highly scalable 
and profitable business model is, we believe, uniquely 
positioned to address these four market segments 
and become a major actor in the consolidation of the 
industry.

The digital transformation has 
created an explosion of new 
technology and opportunities. 

It has left chaos and many 
gaping security holes in its 
wake.

Today’s plethora of current IT, 
security and compliance tools 
create more problems than 
they solve – delivering 
diminishing returns.



DAIMLER

Going Back to our 
Origins – 1999

Our Original Mission and Vision

Apply nascent Internet Technologies 
(called now SaaS or Cloud) to 
automate Vulnerability Assessment 
making it accurate, continuous and 
scalable.

72% F50, 61% F100, 
46% F500 and 25% Global 2000

12,200+ customers and active users in 130+ countries



Today’s Mission and Vision

Unifying IT, Security and 
Compliance in a single-pane-of-
glass-view with 2-second visibility 
across on-premises, endpoints, 
cloud(s), containers, web apps, 
API, mobile and OT/IoT 
environments Designed from the Ground Up 

for the Digital Transformation

Where Are  We Now?



Extensible Cloud Platform 
Serves as a Scalable and Cost-Effective Distribution Channel



State-of-the-Art Microservices Architecture 
Sensors, Data Platform, Microservices, DevOps

3+ Billion scans/year

3+ Trillion data points 
indexed on our 

Elasticsearch clusters

3+ Billion messages 
per day on our 

Kafka bus



Scalable Go-to-market Strategy
The Platform is the Distribution Channel

Try & Buy Model - Fully Automated Lead-Gen Campaigns



Ubiquity Play
Launch at Black Hat of our Groundbreaking Global IT 
Discovery and Asset Inventory Apps
Our Global IT Asset Discovery and Inventory are two of the many apps 
we have running native on our Cloud Platform.

It will come in two versions: free and paid.

What makes it unique:
- Our Cloud Agents span across on-premises, endpoints, cloud(s), containers 

and mobile.
- The Asset Inventory App automatically normalizes and categorizes assets.
- Natively integrated with the Discovery App (passive scanning) provides a 
continuous view of “known and unknown assets” connecting to corporate 
networks giving 100% visibility.



Highly Leveraged Business Model
We currently have almost 24 million Cloud Agents installed across on-
premises, endpoints, cloud(s), containers and mobile.

Our lightweight Cloud Agents (3Mb) currently spawn seven services with 
more to come.

Once the Cloud Agent is deployed, all the additional services are already 
available (nothing to install or maintain) and customers can automatically 
provision new services themselves.

As organizations download our Cloud Agent for implementing global IT 
asset inventory, we make it frictionless to subscribe to our paid apps 
because no additional infrastructure is required.



Ubiquity Play
Early Results – Early Success

1307 SIGN-UPS
IN 3 DAYS

1159 SIGN-UPS
New Users

148 SIGN-UPS
Existing Users



Launch of Global IT Asset 
Inventory, Passive Scanning 
and IOC 2.0 at Black Hat

Uniquely positioned to blend Data 
Lake, SIEMs, EDR and EPP on the 
top of our Cloud Platform -
Q1/Q2 2020 (Beta)

2020 New Services and Platform Expansion



Black Hat Conference
August 2019

A New Prescription for 
Cyber Security 
Qualys Global IT Asset Inventory



Unpatched software 

Unknown user 

Rogue device 

Malware 

Zero-day 
If we can’t see seamlessly
across all systemsUnauthorized software 

Suspicious traffic 

Critical vulnerability 



Quarantined

Quarantined

Patched

Mitigated

Patched

Remediated

Remediated

Remediated

We made a promise to
the world of security…
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the world of security…



Today’s dynamic environment calls for a



Qualys Global IT 
Asset Inventory 

IT’S NOT FOR EVERYONE.





Side Effects May Include

Knowing what’s on your global hybrid-IT environment

Providing a single source of truth for all your teams

Better decision making using enriched data

Improving your security and compliance posture

Getting that promotion you always wanted



Global IT Asset Inventory

















Obtain in-depth visibility 
of your assets









The scroll is good here, but we 
have to do something about 

the scroll bar. We may have to 
make that as a separate object 

since right now it doesn’t 
move the right way. 



Solve important 
business problems















Track hardware and 
software lifecycles and licenses









Find unauthorized software



















Identify unknown assets 
that connect to the network

















How is this possible?

















Responding to a suspicious device











































Searching for a critical exploit







































































Security built in Azure – not bolted on





























The ability to respond in

Drastically reducing False Alert

Compromised



We cannot secure

False Alert

Compromised



Qualys Global IT 
Asset Inventory 





It’s free and comes
with unlimited assets.

QUALYS.COM / INVENTORY



Data Lake and Security Analytics



Data Lake and Security Analytics -
Goals
Provide a coherent and actionable view of 
your security posture by breaking down 
security data silos

Coalesce all data into a centralized highly 
scalable security data lake

Leverage the strength of Qualys Cloud 
Platform, Cloud Agent and Apps to build a 
comprehensive security analytics platform



Data Lake and Security Analytics -
Objectives
Combine and enrich Qualys generated findings and telemetry 
with third-party signals (firewall logs, IDS, IPS, user data, threat 
feeds, etc.) to provide:

• Real-time streaming correlation and analytics solution
• Out-of-band batch analytics to generate unique insights
• Ad-hoc querying and threat hunting on enriched and 

security aware data sets
• Advanced analytics use cases using machine learning
• Risk based orchestration
• Response and endpoint protection



Advanced Correlation and Analytics

Network Firewall End Point Apps Cloud Users IoTServer Qualys Apps

Qualys Security Data Lake Platform
Data Ingestion | Normalization | Enrichment | Governance

Threat Hunting
Search | Exploration | Behavior Graph

ML/AI Service
Patterns | Outlier | Predictive SoC

Security Analytics
Anomaly | Visualization | Dashboard

UEBA
User & Entity Behavior Analytics

Advanced Correlation
Actionable Insights | Out-of-box Rules

Orchestration & Automation
Integration | Playbooks | Response

Qualys Quick Connectors



Correlation and Data Platform Architecture
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MITRE ATT&CK Stages

Initial Access Execution Priv
Escalation

Defense
Evasion

Credential
Access Discovery Lateral

Movement Collection Exfiltration C2

SOC Analyst

Next-Gen Analytics, Data Lake and Orchestration

Behavioral Analytics across MITRE ATT&CK stages

Correlation 
Engine

Threat 
Storyline SOAR

Continuous Logging from Qualys Apps and 3rd

Party

IT Infra
Events

Security
Infra Events

Threat Actor
Targets webserver 
with known vuln
CVE-2018-7600 

(Drupalgeddon 2)

Threat Actor
Steals credential by 
using mimikatz and 

logs into domain 
controller

CVE 
Exploited  

Emergency 
Patch applied

IDS Logs
Attempted 

Exploit

Initial Access

IOC
Detects

post exploit tool, 
correlate to 

mimikatz

Credential
Access

CA 
Detects & Log 
Login activity

Lateral
Movement

Passive 
Sensor 
Logs 

outbound  C2 
traffic

C2

SOC Analyst
Can stop attacks 

before data 
exfiltration

Threat Actor
Could NOT

exfiltrate the 
sensitive info

C2



Accelerated Security Analytics Practice

• Robust security incident detection and 
management

• Centralized auditing for compliance
• Comprehensive orchestration
• Detection, protection and response
• Out-of-box and real-time threat hunting and 

forensic capabilities

… all built on top of a very robust and highly 
scalable techology platform.



Summary
Bringing a Unique Value Proposition 
to our Customers and Investors

Global IT Asset Discovery and Inventory 
as a free service for all

Enabling stack consolidation with 19
apps native on the Qualys Cloud Platform
providing a single pane of glass view

Helping build security into their Digital 
Transformation

A Company Highly Profitable and Built to Last



MAKING THE WORLD SAFER – ONE APP AT A TIME 

pcourtot@qualys.com
sthakar@qualys.com

Thank You
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