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BMC and Qualys Join Forces to Improve Enterprise Security

Integrated Solution Combines BMC BladeLogic and Qualys Vulnerability Management to Quickly Identify 
and Remediate Threats and Boost Collaboration Between Security and IT Operations Teams

SAN JOSE and REDWOOD CITY, Calif., Feb. 25, 2015 (GLOBE NEWSWIRE) -- As organizations move to become more digital, 
they must maintain the security and privacy of their digital assets: critical systems, data, and intellectual property. Today, BMC 
and Qualys announce the first solution to tie vulnerability information to automated remediation actions. This dramatically 
reduces the window of vulnerability while simultaneously improving IT operational performance.

While data breaches can be catastrophic, most are preventable, as 80 percent of exploits utilize vulnerabilities with known fixes. 
One of the causes of successful attacks is the misalignment of objectives between the security team, responsible for identifying 
vulnerabilities, and the IT operations team, responsible for implementing the changes to the systems. This misalignment is the 
SecOps gap.

"Given the number of information security vulnerabilities that exist in the world today, security and IT operations can benefit 
tremendously from tighter collaboration and more efficient workflow," said Michael Allen, information security officer at 
Morningstar, Inc. "With Intelligent Compliance, we now have an integrated solution to automate our information security 
processes, greatly reducing time and cost."

The joint solution, Intelligent Compliance, addresses the gap through a combination of security and compliance audit data from 
Qualys Vulnerability Management (VM) with the associated action from BMC BladeLogic Server Automation to remediate the 
vulnerability. Specifically, it helps:

● Reduce the Window of Exposure to Vulnerabilities - accelerate remediation of vulnerabilities through automation  
● Avoid Downtime - make remediation actions predictable and safe, minimizing both planned and unplanned outages  
● Increase Speed and Frequency of Audits - run automated audits as frequently as needed, or even on-demand, 

without impacting other operational activities 
● Stay Compliant with Industry Regulations - take advantage of pre-built audit and remediation content for common 

policies 
● Lower the Cost of Audit and Remediation - automate actions that were previously manual  

"The SecOps gap is a significant problem, undermining companies' efforts to keep their customer information and intellectual 
property safe and secure," said Phil Harris, CTO and president of Cloud and Data Center Automation at BMC. "The BladeLogic 
suite has always been a great way to remediate vulnerabilities and compliance issues quickly and safely, but now we are 
excited to combine that with Qualys' extremely detailed vulnerability scanning data."

"Reducing the window of exposure to vulnerabilities on critical systems is a fundamental proactive measure to deflect cyber 
attacks," said Philippe Courtot, chairman, and CEO of Qualys, Inc. "Together with BMC, we can now offer the ability to not only 
identify threats in real time, but to significantly accelerate remediation while greatly reducing the time and cost required to 
conduct audits."

Analyst perspective

Charles Kolodgy

Research vice president, secure products, IDC:

"Organizations face an escalating need to improve operational excellence in security and IT compliance, since the downsides of 
a security breach can be catastrophic.  One reason current approaches aren't successful is a disconnect between security and 
operations teams.  The combination of vulnerability scanning solutions, like Qualys, and remediation solutions, like BMC 
BladeLogic, can improve a company's security posture and the IT organization's efficiency.  Any company in an industry or 
situation where security or compliance is important should investigate a combined solution like the Qualys and BMC 
integration."

Availability

http://www.globenewswire.com/newsroom/ctr?d=10121829&l=3&a=Intelligent%20Compliance&u=http%3A%2F%2Fwww.bmc.com%2Fit-solutions%2Fintelligent-compliance.html
http://www.globenewswire.com/newsroom/ctr?d=10121829&l=4&a=from%20Qualys%20Vulnerability%20Management&u=https%3A%2F%2Fwww.qualys.com%2Fenterprises%2Fqualysguard%2Fvulnerability-management%2F
http://www.globenewswire.com/newsroom/ctr?d=10121829&l=4&a=from%20Qualys%20Vulnerability%20Management&u=https%3A%2F%2Fwww.qualys.com%2Fenterprises%2Fqualysguard%2Fvulnerability-management%2F
http://www.globenewswire.com/newsroom/ctr?d=10121829&l=4&a=BladeLogic%20Server%20Automation&u=http%3A%2F%2Fwww.bmc.com%2Fit-solutions%2Fbladelogic-server-automation.html
http://www.globenewswire.com/newsroom/ctr?d=10121829&l=5&a=Phil%20Harris&u=http%3A%2F%2Fwww.linkedin.com%2Fin%2Fpaharris


The integration between BladeLogic and Qualys is available now. For more information, current BMC and Qualys customers 
should contact their account managers, visit www.bmc.com/compliance, and join BMC and Qualys for a webinar, Get Complete 
IT Compliance: Reduce Risk and Cost, on March 10. 

About BMC

BMC delivers software solutions that help IT transform digital enterprises for the ultimate competitive business advantage. We 
have worked with thousands of leading companies to create and deliver powerful IT management services. From mainframe to 
cloud to mobile, we pair high-speed digital innovation with robust IT industrialization—allowing our customers to provide 
amazing user experiences with optimized IT performance, cost, compliance, and productivity. We believe that technology is the 
heart of every business, and that IT drives business to the digital age.

BMC - Bring IT to Life. 

BMC, BMC Software, the BMC logo, and the BMC Software logo are the exclusive properties of BMC Software Inc., are 
registered or pending registration with the U.S. Patent and Trademark Office, and may be registered or pending registration in 
other countries. All other BMC trademarks, service marks, and logos may be registered or pending registration in the U.S. or in 
other countries. All other trademarks or registered trademarks are the property of their respective owners. © Copyright 2015 
BMC Software, Inc.

BladeLogic is the exclusive property of BladeLogic, Inc. The BladeLogic trademark is registered with the U.S. Patent and 
Trademark Office, and may be registered or pending registration in other countries. All other BladeLogic trademarks, service 
marks, and logos may be registered or pending registration in the U.S. or in other countries. 

To learn more, visit bmc.com. 

About Qualys, Inc.

Qualys, Inc. (Nasdaq:QLYS) is a pioneer and leading provider of cloud security and compliance solutions with over 7,700 
customers in more than 100 countries, including a majority of each of the Forbes Global 100 and Fortune 100.The Qualys 
Cloud Platform and integrated suite of solutions help organizations simplify security operations and lower the cost of 
compliance by delivering critical security intelligence on demand and automating the full spectrum of auditing, compliance and 
protection for IT systems and web applications. Founded in 1999, Qualys has established strategic partnerships with leading 
managed service providers and consulting organizations including Accenture, Accuvant, BT, Cognizant Technology Solutions, 
Dell SecureWorks, Fujitsu, HCL Comnet, InfoSys, NTT, Tata Communications, Verizon and Wipro. The company is also a 
founding member of the Cloud Security Alliance (CSA) and Council on CyberSecurity.

For more information, please visit www.qualys.com.  

Qualys and the Qualys logo are proprietary trademarks of Qualys, Inc. All other products or names may be trademarks of their 
respective companies.

CONTACT: MEDIA CONTACTS

         Tami Casey

         BMC

         tami_casey@bmc.com 

         (408) 571-7131

         Melissa Liton

         Qualys, Inc.

         mliton@qualys.com 

         (650) 801-6242

http://www.globenewswire.com/newsroom/ctr?d=10121829&l=12&a=www.bmc.com%2Fcompliance&u=http%3A%2F%2Fwww.bmc.com%2Fcompliance
http://www.globenewswire.com/newsroom/ctr?d=10121829&l=12&a=Get%20Complete%20IT%20Compliance%3A%20Reduce%20Risk%20and%20Cost&u=https%3A%2F%2Fwww.brighttalk.com%2Fr%2FswV
http://www.globenewswire.com/newsroom/ctr?d=10121829&l=12&a=Get%20Complete%20IT%20Compliance%3A%20Reduce%20Risk%20and%20Cost&u=https%3A%2F%2Fwww.brighttalk.com%2Fr%2FswV
http://bmc.com/
http://www.globenewswire.com/newsroom/ctr?d=10121829&l=21&a=www.qualys.com&u=http%3A%2F%2Fwww.qualys.com%2F
mailto:tami_casey@bmc.com
mailto:mliton@qualys.com


  

Source: BMC Software, Inc.; Qualys, Inc. 

News Provided by Acquire Media

http://investor.shareholder.com/common/pdfnew/

